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QUESTION 1

Sandra is the security administrator of XYZ.com. One day she notices that the XYZ.com Oracle database server has
been compromised and customer information along with financial data has been stolen. The financial loss will be
estimated in millions of dollars if the database gets into the hands of competitors. Sandra wants to report this crime to
the law enforcement agencies immediately. Which organization coordinates computer crime investigations throughout
the United States? 

A. NDCA 

B. NICP 

C. CIRP 

D. NPC 

E. CIA 

Correct Answer: D 

 

QUESTION 2

When tuning security alerts, what is the best approach? 

A. Tune to avoid False positives and False Negatives 

B. Rise False positives Rise False Negatives 

C. Decrease the false positives 

D. Decrease False negatives 

Correct Answer: A 

 

QUESTION 3

Yancey is a network security administrator for a large electric company. This company provides power for over 100, 000
people in Las Vegas. Yancey has worked for his company for over 15 years and has become very successful. One day,
Yancey comes in to work and finds out that the company will be downsizing and he will be out of a job in two weeks.
Yancey is very angry and decides to place logic bombs, viruses, Trojans, and backdoors all over the network to take
down the company once he has left. Yancey does not care if his actions land him in jail for 30 or more years, he just
wants the company to pay for what they are doing to him. 

What would Yancey be considered? 

A. Yancey would be considered a Suicide Hacker 

B. Since he does not care about going to jail, he would be considered a Black Hat 

C. Because Yancey works for the company currently; he would be a White Hat 
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D. Yancey is a Hacktivist Hacker since he is standing up to a company that is downsizing 

Correct Answer: A 

 

QUESTION 4

When you are getting information about a web server, it is very important to know the HTTP Methods (GET, POST,
HEAD, PUT, DELETE, TRACE) that are available because there are two critical methods (PUT and DELETE). PUT can
upload a file to the server and DELETE can delete a file from the server. You can detect all these methods (GET,
POST, HEAD, PUT, DELETE, TRACE) using NMAP script engine. 

What nmap script will help you with this task? 

A. http-methods 

B. http enum 

C. http-headers 

D. http-git 

Correct Answer: A 

You can check HTTP method vulnerability using NMAP. Example: #nmap –script=http-methods.nse 192.168.0.25 

 

QUESTION 5

env x=`(){ :;};echo exploit` bash -c \\'cat /etc/passwd\\' What is the Shellshock bash vulnerability attempting to do on a
vulnerable Linux host? 

A. Display passwd content to prompt 

B. Removes the passwd file 

C. Changes all passwords in passwd 

D. Add new user to the passwd file 

Correct Answer: A 

To extract private information, attackers are using a couple of techniques. The simplest extraction attacks are in the
form: () {:;}; /bin/cat /etc/passwd That reads the password file /etc/passwd, and adds it to the response from the web
server. So an attacker injecting this code through the Shellshock vulnerability would see the password file dumped out
onto their screen as part of the web page returned. 

References: https://blog.cloudflare.com/inside-shellshock/ 
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