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QUESTION 1

Thomas, a cloud security professional, is performing security assessment on cloud services to identify any loopholes.
He detects a vulnerability in a bare-metal cloud server that can enable hackers to implant malicious backdoors in its
firmware. He also identified that an installed backdoor can persist even if the server is reallocated to new clients or
businesses that use it as an laaS. 

What is the type of cloud attack that can be performed by exploiting the vulnerability discussed in the above scenario? 

A. Man-in-the-cloud (MITC) attack 

B. Cloud cryptojacking 

C. Cloudborne attack 

D. Metadata spoofing attack 

Correct Answer: C 

 

QUESTION 2

joe works as an it administrator in an organization and has recently set up a cloud computing service for the
organization. To implement this service, he reached out to a telecom company for providing Internet connectivity and
transport services between the organization and the cloud service provider, in the NIST cloud deployment reference
architecture, under which category does the telecom company fall in the above scenario? 

A. Cloud booker 

B. Cloud consumer 

C. Cloud carrier 

D. Cloud auditor 

Correct Answer: C 

A cloud carrier acts as an intermediary that provides connectivity and transport of cloud services between cloud
consumers and cloud providers. Cloud carriers provide access to consumers through network, telecommunication and
other access devices. for instance, cloud consumers will obtain cloud services through network access devices, like
computers, laptops, mobile phones, mobile web devices (MIDs), etc. The distribution of cloud services is often provided
by network and telecommunication carriers or a transport agent, wherever a transport agent refers to a business
organization that provides physical transport of storage media like high-capacity hard drives. Note that a cloud provider
can started SLAs with a cloud carrier to provide services consistent with the level of SLAs offered to cloud consumers,
and will require the cloud carrier to provide dedicated and secure connections between cloud consumers and cloud
providers. 

 

QUESTION 3

What is a NULL scan? 

A. A scan in which all flags are turned off 
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B. A scan in which certain flags are off 

C. A scan in which all flags are on 

D. A scan in which the packet size is set to zero 

E. A scan with an illegal packet size 

Correct Answer: A 

 

QUESTION 4

in this form of encryption algorithm, every Individual block contains 64-bit data, and three keys are used, where each
key consists of 56 bits. Which is this encryption algorithm? 

A. IDEA 

B. Triple Data Encryption standard 

C. MDS encryption algorithm 

D. AES 

Correct Answer: B 

Triple DES is another mode of DES operation. It takes three 64-bit keys, for an overall key length of 192 bits. In Stealth,
you merely type within the entire 192-bit (24 character) key instead of entering each of the three keys individually. The
Triple DES DLL then breaks the user-provided key into three subkeys, padding the keys if necessary in order that they
are each 64 bits long. The procedure for encryption is strictly an equivalent as regular DES, but it\\'s repeated 3 times ,
hence the name Triple DES. the info is encrypted with the primary key, decrypted with the second key, and eventually
encrypted again with the third key.Triple DES runs 3 times slower than DES, but is far safer if used properly. The
procedure for decrypting something is that the same because the procedure for encryption, except it\\'s executed in
reverse. Like DES, data is encrypted and decrypted in 64-bit chunks. Although the input key for DES is 64 bits long, the
particular key employed by DES is merely 56 bits long . the smallest amount significant (rightmost) bit in each byte may
be a parity , and will be set in order that there are always an odd number of 1s in every byte. These parity bits are
ignored, so only the seven most vital bits of every byte are used, leading to a key length of 56 bits. this suggests that the
effective key strength for Triple DES is really 168 bits because each of the three keys contains 8 parity bits that aren\\'t
used during the encryption process.Triple DES ModesTriple ECB (Electronic Code Book)?This variant of Triple DES
works precisely the same way because the ECB mode of DES.?this is often the foremost commonly used mode of
operation.Triple CBC (Cipher Block Chaining)?This method is extremely almost like the quality DES CBC mode.?like
Triple ECB, the effective key length is 168 bits and keys are utilized in an equivalent manner, as described above, but
the chaining features of CBC mode also are employed.?the primary 64-bit key acts because the Initialization Vector to
DES.?Triple ECB is then executed for one 64-bit block of plaintext.?The resulting ciphertext is then XORed with
subsequent plaintext block to be encrypted, and therefore the procedure is repeated.?This method adds an additional
layer of security to Triple DES and is therefore safer than Triple ECB, although it\\'s not used as widely as Triple ECB. 

 

QUESTION 5

An LDAP directory can be used to store information similar to a SQL database. LDAP uses a _____ database structure
instead of SQL\\'s _____ structure. Because of this, LDAP has difficulty representing many-to-one relationships. 

A. Relational, Hierarchical 
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B. Strict, Abstract 

C. Hierarchical, Relational 

D. Simple, Complex 

Correct Answer: C 
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