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QUESTION 1

A bank stores and processes sensitive privacy information related to home loans. However, auditing has never been
enabled on the system. What is the first step that the bank should take before enabling the audit feature? 

A. Perform a vulnerability scan of the system. 

B. Determine the impact of enabling the audit feature. 

C. Perform a cost/benefit analysis of the audit feature. 

D. Allocate funds for staffing of audit log review. 

Correct Answer: B 

 

QUESTION 2

Elante company has recently hired James as a penetration tester. He was tasked with performing enumeration on an
organization\\'s network. In the process of enumeration, James discovered a service that is accessible to external
sources. This service runs directly on port 21. What is the service enumerated byjames in the above scenario? 

A. Border Gateway Protocol (BGP) 

B. File Transfer Protocol (FTP) 

C. Network File System (NFS) 

D. Remote procedure call (RPC) 

Correct Answer: B 

 

QUESTION 3

If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use? 

A. -r 

B. -F 

C. -P 

D. -sP 

Correct Answer: B 

 

QUESTION 4

Study the snort rule given below: 
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From the options below, choose the exploit against which this rule applies. 

A. WebDav 

B. SQL Slammer 

C. MS Blaster 

D. MyDoom 

Correct Answer: C 

 

QUESTION 5

_________ is a tool that can hide processes from the process list, can hide files, registry entries, and intercept
keystrokes. 

A. Trojan 

B. RootKit 

C. DoS tool 

D. Scanner 

E. Backdoor 

Correct Answer: B 
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