
https://www.lead4pass.com/312-50v7.html
2023 Latest lead4pass 312-50V7 PDF and VCE dumps Download

 

 

 

312-50V7Q&As

Ethical Hacking and Countermeasures (CEHv7)

Pass EC-COUNCIL 312-50V7 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.lead4pass.com/312-50v7.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by EC-
COUNCIL Official Exam Center

 

 

Latest 312-50V7 Dumps | 312-50V7 Practice Test | 312-50V7 Braindumps                                1 / 5

https://www.lead4pass.com/312-50v7.html
https://www.lead4pass.com/312-50v7.html
https://www.lead4pass.com/312-50v7.html


https://www.lead4pass.com/312-50v7.html
2023 Latest lead4pass 312-50V7 PDF and VCE dumps Download

QUESTION 1

Attackers send an ACK probe packet with random sequence number, no response means port is filtered (Stateful
firewall is present) and RST response means the port is not filtered. What type of Port Scanning is this? 

A. RST flag scanning 

B. FIN flag scanning 

C. SYN flag scanning 

D. ACK flag scanning 

Correct Answer: D 

 

QUESTION 2

Which vital role does the U.S. Computer Security Incident Response Team (CSIRT) provide? 

A. Incident response services to any user, company, government agency, or organization in partnership with the
Department of Homeland Security 

B. Maintenance of the nation\\'s Internet infrastructure, builds out new Internet infrastructure, and decommissions old
Internet infrastructure 

C. Registration of critical penetration testing for the Department of Homeland Security and public and private sectors 

D. Measurement of key vulnerability assessments on behalf of the Department of Defense (DOD) and State
Department, as well as private sectors 

Correct Answer: A 

 

QUESTION 3

BankerFox is a Trojan that is designed to steal users\\' banking data related to certain banking entities. 

When they access any website of the affected banks through the vulnerable Firefox 3.5 browser, the Trojan is activated
and logs the information entered by the 

user. All the information entered in that website will be logged by the Trojan and transmitted to the attacker\\'s machine
using covert channel. 

BankerFox does not spread automatically using its own means. It needs an attacking user\\'s intervention in order to
reach the affected computer. 
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What is the most efficient way an attacker located in remote location to infect this banking Trojan on a victim\\'s
machine? 

A. Physical access - the attacker can simply copy a Trojan horse to a victim\\'s hard disk infecting the machine via
Firefox add-on extensions 

B. Custom packaging - the attacker can create a custom Trojan horse that mimics the appearance of a program that is
unique to that particular computer 

C. Custom packaging - the attacker can create a custom Trojan horse that mimics the appearance of a program that is
unique to that particular computer 

D. Custom packaging - the attacker can create a custom Trojan horse that mimics the appearance of a program that is
unique to that particular computer 

E. Downloading software from a website? An attacker can offer free software, such as shareware programs and pirated
mp3 files 

Correct Answer: E 

 

QUESTION 4

Web servers are often the most targeted and attacked hosts on organizations\\' networks. Attackers may exploit
software bugs in the Web server, underlying operating system, or active content to gain unauthorized access. 
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Identify the correct statement related to the above Web Server installation? 

A. Lack of proper security policy, procedures and maintenance 

B. Bugs in server software, OS and web applications 

C. Installing the server with default settings 

D. Unpatched security flaws in the server software, OS and applications 

Correct Answer: C 

 

QUESTION 5

The use of alert thresholding in an IDS can reduce the volume of repeated alerts, but introduces which of the following
vulnerabilities? 

A. An attacker, working slowly enough, can evade detection by the IDS. 

B. Network packets are dropped if the volume exceeds the threshold. 

C. Thresholding interferes with the IDS\\' ability to reassemble fragmented packets. 

D. The IDS will not distinguish among packets originating from different sources. 

Correct Answer: A 
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