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QUESTION 1

Which of the following components refers to a node in the network that routes the traffic from a workstation to external
command and control server and helps in identification of installed malware in the network? 

A. Repeater 

B. Gateway 

C. Hub 

D. Network interface card (NIC) 

Correct Answer: B 

 

QUESTION 2

Karry, a threat analyst at an XYZ organization, is performing threat intelligence analysis. During the data collection
phase, he used a data collection method that involves no participants and is purely based on analysis and observation
of activities and processes going on within the local boundaries of the organization. 

Identify the type data collection method used by the Karry. 

A. Active data collection 

B. Passive data collection 

C. Exploited data collection 

D. Raw data collection 

Correct Answer: B 

 

QUESTION 3

A threat analyst obtains an intelligence related to a threat, where the data is sent in the form of a connection request
from a remote host to the server. From this data, he obtains only the IP address of the source and destination but no
contextual information. While processing this data, he obtains contextual information stating that multiple connection
requests from different geo-locations are received by the server within a short time span, and as a result, the server is
stressed and gradually its performance has reduced. He further performed analysis on the information based on the
past and present experience and concludes the attack experienced by the client organization. 

Which of the following attacks is performed on the client organization? 

A. DHCP attacks 

B. MAC spoofing attack 

C. Distributed Denial-of-Service (DDoS) attack 

D. Bandwidth attack 
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Correct Answer: C 

 

QUESTION 4

Daniel is a professional hacker whose aim is to attack a system to steal data and money for profit. He performs hacking
to obtain confidential data such as social security numbers, personally identifiable information (PII) of an employee, and
credit card information. After obtaining confidential data, he further sells the information on the black market to make
money. 

Daniel comes under which of the following types of threat actor. 

A. Industrial spies 

B. State-sponsored hackers 

C. Insider threat 

D. Organized hackers 

Correct Answer: D 

 

QUESTION 5

In which of the following attacks does the attacker exploit vulnerabilities in a computer application before the software
developer can release a patch for them? 

A. Active online attack 

B. Zero-day attack 

C. Distributed network attack 

D. Advanced persistent attack 

Correct Answer: B 
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