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QUESTION 1

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware.
However, to find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy
that involves learning strategic decision making in the circumstances comprising multistep interactions with numerous
representatives, either having or without any perfect relevant information.

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses?

A. Game theory

B. Machine learning

C. Decision theory

D. Cognitive psychology

Correct Answer: C

QUESTION 2

Henry. a threat intelligence analyst at ABC Inc., is working on a threat intelligence program. He was assigned to work on
establishing criteria for prioritization of intelligence needs and requirements. Which of the following considerations must
be employed by Henry to prioritize intelligence requirements?

A. Understand frequency and impact of a threat

B. Understand data reliability

C. Develop a collection plan

D. Produce actionable data

Correct Answer: A

QUESTION 3

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack.
Which of the following online sources should Alice use to gather such information?

A. Financial services

B. Social network settings

C. Hacking forums

D. Job sites
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Correct Answer: C

QUESTION 4

Moses, a threat intelligence analyst at InfoTec Inc., wants to find crucial information about the potential threats the
organization is facing by using advanced Google search operators. He wants to identify whether any fake websites are
hosted at the similar to the organization\\'s URL.

Which of the following Google search queries should Moses use?

A. related: www.infothech.org

B. info: www.infothech.org

C. link: www.infothech.org

D. cache: www.infothech.org

Correct Answer: A

QUESTION 5

Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the
target\\'s network?

A. Risk tolerance

B. Timeliness

C. Attack origination points
D. Multiphased

Correct Answer: C
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