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QUESTION 1

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber
attacks. She used a threat modelling methodology where she performed the following stages: Stage 1: Build asset-
based threat profiles Stage 2: Identify infrastructure vulnerabilities Stage 3: Develop security strategy and plans Which
of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario? 

A. TRIKE 

B. VAST 

C. OCTAVE 

D. DREAD 

Correct Answer: C 

 

QUESTION 2

In which of the following forms of bulk data collection are large amounts of data first collected from multiple sources in
multiple formats and then processed to achieve threat intelligence? 

A. Structured form 

B. Hybrid form 

C. Production form 

D. Unstructured form 

Correct Answer: D 

 

QUESTION 3

Sarah is a security operations center (SOC) analyst working at JW Williams and Sons organization based in Chicago.
As a part of security operations, she contacts information providers (sharing partners) for gathering information such as
collections of validated and prioritized threat indicators along with a detailed technical analysis of malware samples,
botnets, DDoS attack methods, and various other malicious tools. She further used the collected information at the
tactical and operational levels. 

Sarah obtained the required information from which of the following types of sharing partner? 

A. Providers of threat data feeds 

B. Providers of threat indicators 

C. Providers of comprehensive cyber-threat intelligence 

D. Providers of threat actors 

Correct Answer: C 
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QUESTION 4

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging
threats to the organization and implement essential techniques to prevent their systems and networks from such
attacks. Alice is searching for online sources to obtain information such as the method used to launch an attack, and
techniques and tools used to perform an attack and the procedures followed for covering the tracks after an attack. 

Which of the following online sources should Alice use to gather such information? 

A. Financial services 

B. Social network settings 

C. Hacking forums 

D. Job sites 

Correct Answer: C 

 

QUESTION 5

Alison, an analyst in an XYZ organization, wants to retrieve information about a company\\'s website from the time of its
inception as well as the removed information from the target website. 

What should Alison do to get the information he needs. 

A. Alison should use SmartWhois to extract the required website information. 

B. Alison should use https://archive.org to extract the required website information. 

C. Alison should run the Web Data Extractor tool to extract the required website information. 

D. Alison should recover cached pages of the website from the Google search engine cache to extract the required
website information. 

Correct Answer: C 
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