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QUESTION 1

Kathy wants to ensure that she shares threat intelligence containing sensitive information with the appropriate audience.
Hence, she used traffic light protocol (TLP). Which TLP color would you signify that information should be shared only
within a particular community?

A. Red

B. White

C. Green

D. Amber

Correct Answer: D

QUESTION 2

Which of the following types of threat attribution deals with the identification of the specific person, society, or a country
sponsoring a well-planned and executed intrusion or attack over its target?

A. Nation-state attribution
B. True attribution

C. Campaign attribution
D. Intrusion-set attribution

Correct Answer: B

QUESTION 3

Mr. Bob, a threat analyst, is performing analysis of competing hypotheses (ACH). He has reached to a stage where he
is required to apply his analysis skills effectively to reject as many hypotheses and select the best hypotheses from the
identified bunch of hypotheses, and this is done with the help of listed evidence. Then, he prepares a matrix where all
the screened hypotheses are placed on the top, and the listed evidence for the hypotheses are placed at the bottom.
What stage of ACH is Bob currently in?

A. Diagnostics

B. Evidence

C. Inconsistency

D. Refinement

Correct Answer: A
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QUESTION 4

An attacker instructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the
rapidly changing network of compromised bots. In this particular technique, a single domain name consists of multiple IP
addresses.

Which of the following technique is used by the attacker?

A. DNS zone transfer

B. Dynamic DNS

C. DNS interrogation

D. Fast-Flux DNS

Correct Answer: D

QUESTION 5

Sam works as an analyst in an organization named InfoTech Security. He was asked to collect information from various
threat intelligence sources. In meeting the deadline, he forgot to verify the threat intelligence sources and used data
from an open-source data provider, who offered it at a very low cost. Through it was beneficial at the initial stage but
relying on such data providers can produce unreliable data and noise putting the organization network into risk.

What mistake Sam did that led to this situation?

A. Sam used unreliable intelligence sources.

B. Sam used data without context.

C. Sam did not use the proper standardization formats for representing threat data.

D. Sam did not use the proper technology to use or consume the information.

Correct Answer: D
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