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QUESTION 1

Refer to the exhibit. An organization is using an internal application for printing documents that requires a separate
registration on the website. The application allows format-free user creation, and users must match these required
conditions to comply with the company\\'s user creation policy: minimum length: 3 usernames can only use letters,
numbers, dots, and underscores usernames cannot begin with a number 

The application administrator has to manually change and track these daily to ensure compliance. An engineer is tasked
to implement a script to automate the process according to the company user creation policy. The engineer
implemented this piece of code within the application, but users are still able to create format-free usernames. 

Which change is needed to apply the restrictions? 

A. modify code to return error on restrictions def return false_user(username, minlen) 

B. automate the restrictions def automate_user(username, minlen) 

C. validate the restrictions, def validate_user(username, minlen) 

D. modify code to force the restrictions, def force_user(username, minlen) 

Correct Answer: B 

 

 

QUESTION 2

An engineer received an incident ticket of a malware outbreak and used antivirus and malware removal tools to
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eradicate the threat. The engineer notices that abnormal processes are still occurring in the system and determines that
manual intervention is needed to clean the infected host and restore functionality. What is the next step the engineer
should take to complete this playbook step? 

A. Scan the network to identify unknown assets and the asset owners. 

B. Analyze the components of the infected hosts and associated business services. 

C. Scan the host with updated signatures and remove temporary containment. 

D. Analyze the impact of the malware and contain the artifacts. 

Correct Answer: B 

 

 

QUESTION 3

An engineer receives a report that indicates a possible incident of a malicious insider sending company information to
outside parties. What is the first action the engineer must take to determine whether an incident has occurred? 

A. Analyze environmental threats and causes 

B. Inform the product security incident response team to investigate further 

C. Analyze the precursors and indicators 

D. Inform the computer security incident response team to investigate further 

Correct Answer: C 

 

 

QUESTION 4

A logistic company must use an outdated application located in a private VLAN during the migration to new
technologies. The IPS blocked and reported an unencrypted communication. Which tuning option should be applied to
IPS? 

A. Allow list only authorized hosts to contact the application\\'s IP at a specific port. 

B. Allow list HTTP traffic through the corporate VLANS. 

C. Allow list traffic to application\\'s IP from the internal network at a specific port. 

D. Allow list only authorized hosts to contact the application\\'s VLAN. 

Correct Answer: D 
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QUESTION 5

A threat actor used a phishing email to deliver a file with an embedded macro. The file was opened, and a remote code
execution attack occurred in a company\\'s infrastructure. Which steps should an engineer take at the recovery stage? 

A. Determine the systems involved and deploy available patches 

B. Analyze event logs and restrict network access 

C. Review access lists and require users to increase password complexity 

D. Identify the attack vector and update the IDS signature list 

Correct Answer: B 
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