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QUESTION 1

You have been asked to design a remote access VPN solution to support up to 2000 devices. You must ensure that
only corporate assets are allowed to connect to the VPN, and users must authenticate to gain access of their based on
their user role. Users must use a password that they are already using to access existing applications . A user may not
always use the same device to access the VPN. Which two options combined meet the requirements? (Choose two) 

A. Use local usernames and passwords on the VPN device 

B. Deploy a central authentication directory that users can be authenticated and authorized against 

C. Deploy certificates that are unique to each user 

D. Deploy an IPsec VPN solution 

E. Deploy certificates that are unique to each device 

F. Deploy a SSL VPN solution 

Correct Answer: BF 

 

QUESTION 2

A product manufacturing organization is integrating cloud services into their IT solution The IT team is working on the
preparation phase of the implementation approach, which includes the Define Strategy step. This step defines the scope
of IT, the application, and the service. 

What is one topic that should be considered in the Define Strategy step? 

A. financial and governance models 

B. innovate and align with business according to volume 

C. due diligence and financial scenarios 

D. contingency exit strategy steps 

Correct Answer: D 

 

QUESTION 3

Company XYZ must design a strategy to protect their routers from DoS attacks, such as traffic destined to the router\\'s
own route processor, using separate control plane categories. Which two capabilities can be used to achieve this
requirement? (Choose two.) 

A. Control Plane Protection using queue thresholding on the transit subinterface 

B. Control Plane Protection using port filtering on the transit subinterface 

C. Control Plane Protection using port filtering on the main interface 
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D. Control Plane Protection using queue thresholding on the host subinterface 

E. Control Plane Protection using port filtering on the host subinterface 

Correct Answer: DE 

Control-plane host subinterface. This interface receives all control-plane IP traffic that is directly destined for one of the
router interfaces. https://www.cisco.com/en/US/docs/ios/qos/configuration/guide/ctrl_plane_prot_external_docbase_090
0e4b1805eee4e_4container_external_docbase_0900e4b1814dc683.html#wp1124820 

 

QUESTION 4

A European national bank considers migrating its on-premises systems to a private cloud offering in a non-European
location to significantly reduce IT costs. What is a primary factor prior to migration? 

A. data governance 

B. additional latency 

C. security 

D. cloud connectivity 

Correct Answer: A 

Refer vn mentioned below, political issue is the highest priority and mandatory. 

When considering moving out the data, you need to consider the place allowed, rather than how to move or store. Even
you have a very high security to protect data, if the government don\\'t allowed you to place in the desired country, then 

you still cannot do that. 

 

QUESTION 5

Which three items do you recommend for control plane hardening of an infrastructure device? (Choose three.) 

A. redundant AAA servers 

B. Control Plane Policing 

C. warning banners 

D. to enable unused .services 

E. SNMPv3 

F. routing protocol authentication 

Correct Answer: BEF 
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