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QUESTION 1

A directory traversal (or path traversal) consists in exploiting insufficient security validation/sanitization of user-supplied
input file names, so that characters representing "traverse to parent directory" are passed through to the file APIs. 

The goal of this attack is to order an application to access a computer file that is not intended to be accessible. This
attack exploits a lack of security (the software is acting exactly as it is supposed to) as opposed to exploiting a bug in
the code. 

To perform a directory traversal attack, which sequence does a pen tester need to follow to manipulate variables of
reference files? 

A. dot-dot-slash (../) sequence 

B. Denial-of-Service sequence 

C. Brute force sequence 

D. SQL Injection sequence 

Correct Answer: A 

Reference: 

https://www.cs.ucsb.edu/~vigna/publications/2010_doupe_cova_vigna_dimva10.pdf (pae 7, directory 

traversal) 

 

QUESTION 2

Identify the type of testing that is carried out without giving any information to the employees or administrative head of
the organization. 

A. Unannounced Testing 

B. Double Blind Testing 

C. Announced Testing 

D. Blind Testing 

Correct Answer: B 
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QUESTION 3

Fuzz testing or fuzzing is a software/application testing technique used to discover coding errors and security loopholes
in software, operating systems, or networks by inputting massive amounts of random data, called fuzz, to the system in
an attempt to make it crash. Fuzzers work best for problems that can cause a program to crash, such as buffer overflow,
cross-site scripting, denial of service attacks, format bugs, and SQL injection. 

Fuzzer helps to generate and submit a large number of inputs supplied to the application for testing it against the inputs.
This will help us to identify the SQL inputs that generate malicious output. 

Suppose a pen tester knows the underlying structure of the database used by the application (i.e., name, number of
columns, etc.) that she is testing. 

Which of the following fuzz testing she will perform where she can supply specific data to the application to discover
vulnerabilities? 

A. Clever Fuzz Testing 

B. Dumb Fuzz Testing 

C. Complete Fuzz Testing 

D. Smart Fuzz Testing 

Correct Answer: D 

 

QUESTION 4

Which one of the following log analysis tools is a Cisco Router Log Format log analyzer and it parses logs, imports them
into a SQL database (or its own built-in database), aggregates them, and generates the dynamically filtered reports, all
through a web interface? 

A. Event Log Tracker 

B. Sawmill 

C. Syslog Manager 

D. Event Log Explorer 

Correct Answer: B 

 

QUESTION 5

An antenna is a device that is designed to transmit and receive the electromagnetic waves that are generally called
radio waves. Which one of the following types of antenna is developed from waveguide technology? 

A. Leaky Wave Antennas 

B. Aperture Antennas 
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C. Reflector Antenna 

D. Directional Antenna 

Correct Answer: B 
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