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QUESTION 1

Your penetration testing team installs an in-line hardware key logger onto one of your network machines. Which of the
following is of major concern to the security organization?

A. In-line hardware keyloggers don\\'t require physical access

B. In-line hardware keyloggers don\\'t comply to industry regulations
C. In-line hardware keyloggers are undetectable by software

D. In-line hardware keyloggers are relatively inexpensive

Correct Answer: C

QUESTION 2

What should an organization do to ensure that they have a sound Business Continuity (BC) Plan?
A. Test every three years to ensure that things work as planned

B. Conduct periodic tabletop exercises to refine the BC plan

C. Outsource the creation and execution of the BC plan to a third party vendor

D. Conduct a Disaster Recovery (DR) exercise every year to test the plan

Correct Answer: B

QUESTION 3

An organization information security policy serves to

A. establish budgetary input in order to meet compliance requirements
B. establish acceptable systems and user behavior

C. define security configurations for systems

D. define relationships with external law enforcement agencies

Correct Answer: B

QUESTION 4
Which of the following is a benefit of a risk-based approach to audit planning?

A. Resources are allocated to the areas of the highest concern
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B. Scheduling may be performed months in advance
C. Budgets are more likely to be met by the IT audit staff
D. Staff will be exposed to a variety of technologies

Correct Answer: A

QUESTION 5

A customer of a bank has placed a dispute on a payment for a credit card account. The banking system uses digital
signatures to safeguard the integrity of their transactions. The bank claims that the system shows proof that the
customer in fact made the payment. What is this system capability commonly known as?

A. non-repudiation

B. conflict resolution

C. strong authentication

D. digital rights management

Correct Answer: A
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