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QUESTION 1

An administrator is setting up vSAN file services on a vSAN cluster. 

Which two security policies on the distributed port groups are automatically enabled in the process? (Choose two.) 

A. Forged Transmits 

B. Promiscuous Mode 

C. DVFiltering 

D. Jumbo Frames 

E. MacLearning 

Correct Answer: AB 

Reference: https://www.yellow-bricks.com/2020/04/15/vsan-file-services-considerations/ 

 

QUESTION 2

An administrator is tasked with setting up Kerberos authentication only for the vSAN File services. 

Which version of Kerberos must be selected if the NFS version is v4.1? 

A. krb5i 

B. krb4 

C. krb5 

D. krb5p 

Correct Answer: A 

Reference: https://core.vmware.com/resource/best-practices-running-nfs-vmware-vsphere 

 

QUESTION 3

Due to the success of the recently deployed developer-only private cloud solution, a company has a new requirement to
at least double the usable capacity in their all-flash vSAN cluster. 

The vSAN cluster is deployed into a co-located datacenter that is owned by a third-party hosting company. The hosting
company charges a fixed monthly cost for rack space and power consumption. The service owner has been given a
limited budget for additional hardware purchases, but not for on-going co-location costs. 

The current vSAN cluster has the following configuration: 10 vSAN Nodes with 2 CPUs (20 cores), 512 GB RAM 

1 Disk Group per vSAN node
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 -1 x 400 GB

 -4 x 1.8 TB 

De-duplication and Compression is enabled. 

vSAN Capacity is currently:

 -Total: 72 TB

 -Usable: ~40 TB (FTT1/RAID1) and ~60 TB (FTT1/RAID5). 

As a result of any action taken, the service owner would like to ensure that overall availability of the vSAN cluster is
increased. 

Which two recommendations meet the requirement to increase capacity while maintaining service availability? (Choose
two.) 

A. Install an additional 400 GB SSD and 4 x 1.8 TB SSDs per vSAN node. 

B. Update the existing Disk Group, and claim the newly installed drives for each node. 

C. Create a new Disk Group, and claim the newly installed cache and capacity SSD drives for each node. 

D. Install an additional 3 x 1.8 TB SSDs per vSAN node. 

E. Replace existing SSDs with an 800 GB SSD and 4 x 3.8 TB SSDs per vSAN node. 

Correct Answer: CD 

 

 

QUESTION 4

Which statement accurately describes the result when proper VM Storage Policy Affinity Rules on a stretched vSAN
cluster are set? 

A. When a site is disconnected, the VM will lose access to its VMDK. 

B. When a site is disconnected, the VM will continue to have access to its VMDK. 

C. Bandwidth is unnecessarily sent across the inter-site link. 

D. Proper policies result in higher inter-site bandwidth utilization. 

Correct Answer: A 

 

 

QUESTION 5

A company has engaged a consultant to upgrade an existing vSAN cluster to vSAN 7.0 U1. 
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During the discovery phase, the consultant found the following information about the existing environment: 

The VMware vCenter Server has recently been upgraded from VMware vSphere 6.7 U3 to version 7.0 U1. 

The vSAN Cluster was recently expanded with identical hardware specification, but from a different hardware vendor. 

The hardware for each vSAN node is listed on the vSAN Compatibility Guide (VCG) for vSAN 7. 

The vSAN Cluster has the following configuration:

 -vSAN version: 6.6.1

 -Number of vSAN nodes: 10

 -Encryption: enabled

 -Deduplication and Compression: enabled

 -vSAN Capacity Utilization: 60% 

Each vSAN node has the following configuration:

 -VMware vSphere ESXi version: 6.5 Update 3

 -CPU: 2 processors, 20 cores

 -RAM: 768GB RAM.

 -Disk: 2 Cache SSDs and 6 Capacity SSDs

 -Network: 4 x 10GbE 

Which three recommendations should the consultant make to ensure all data remains protected in the event of a vSAN
failure? (Choose three.) 

A. The Full data migration maintenance mode option must be chosen to protect the data during the upgrade. 

B. The Ensure accessibility, migration maintenance mode option must be chosen to protect the data during the
upgrade. 

C. The upgrade process should be completed using host upgrade baselines in VMware vSphere Lifecycle Manager
(vLCM). 

D. The vSAN nodes should be upgraded to vSphere ESXi 7.0 U1. 

E. The upgrade process should be completed using images in VMware vSphere Lifecycle Manager (vLCM). 

F. The vSAN nodes should be upgraded to vSphere ESXi 6.7 U3. 

Correct Answer: BDE 
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