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QUESTION 1

Which of the following is a mechanism that allows authentication of dial-in and other network connections? 

A. VPN 

B. NTFS 

C. RADIUS 

D. Single Sign-On 

Correct Answer: C 

RADIUS is a mechanism that allows authentication of dial-in and other network connections. RADIUS is a client/server
protocol that runs in the application layer, using UDP as transport. The Remote Access Server, the Virtual Private
Network server, the Network switch with port-based authentication, and the Network Access Server are all gateways
that control access to the network, and all have a RADIUS client component that communicates with the RADIUS
server. The RADIUS server is usually a background process running on a UNIX or Windows NT machine. RADIUS
serves three functions: To authenticate users or devices before granting them access to a network To authorize those
users or devices for certain network services To account for usage of those services Answer: D is incorrect. Single Sign-
On is an approach which involves a server that acts as an online certificate authority within a single sign-on system. A
single sign-on server will issue digital certificates into the client system, but never stores them. Users can execute
programs, etc. with the temporary certificate. It is common to find this solution variety with x.509-based certificates.
Answer: B is incorrect. NTFS is a high-performance file system proprietary to Microsoft. NTFS supports file-level
security, compression, and auditing. It also supports large volumes and powerful storage solution such as RAID. The
latest feature of NTFS is its ability to encrypt files and folders to protect sensitive data. Answer: A is incorrect. A virtual
private network (VPN) is a form of wide area network (WAN) that supplies network connectivity over a possibly long
physical distance. A virtual private network is a network that uses a public telecommunication infrastructure, such as the
Internet, to provide remote offices or individual users with secure access to their organization\\'s network. A virtual
private network can be contrasted with an expensive system of owned or leased lines that can only be used by one
organization. The goal of a VPN is to provide the organization with the same capabilities, but at a much lower cost. A
VPN works by using the shared public infrastructure while maintaining privacy through security procedures and
tunneling protocols such as the Layer Two Tunneling Protocol (L2TP). In effect, the protocols, by encrypting data at the
sending end and decrypting it at the receiving end, send the data through a tunnel that cannot be entered by data that is
not properly encrypted. An additional level of security involves encrypting not only the data, but also the originating and
receiving network addresses. 

 

QUESTION 2

Which of the following types of attack is used to configure a computer to behave as another computer on a trusted
network by using the IP address or the physical address? 

A. Distributed denial of service (DDOS) attack 

B. Honeypot 

C. RIP/SAP Spoofing 

D. Identity spoofing 

Correct Answer: D 
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Identity spoofing (IP address spoofing) will occur when the attacker wants to use an IP address of a network, computer,
or network component without being authorized for this task. It allows the unprivileged code to use someone else\\'s
identity, and use their security credentials Answer: B is incorrect. A honey pot is a computer that is used to attract
potential intruders or attackers. It is for this reason that a honey pot has low security permissions. A honey pot is used to
gain information about the intruders and their attack strategies. Answer: C is incorrect. RIP and SAP are used to
broadcast network information in a regular way regardless of no changes in the routing or service tables. RIP/SAP
spoofing method is used to intercept the SAP and RIP broadcasts by using a spoofing modem/router, and then re-
broadcast network information via its own routing table or service table. Answer: A is incorrect. In the distributed denial
of service (DDOS) attack, an attacker uses multiple computers throughout the network that it has previously infected.
Such computers act as zombies and work together to send out bogus messages, thereby increasing the amount of
phony traffic. The major advantages to an attacker of using a distributed denial-of-service attack are that multiple
machines can generate more attack traffic than one machine, multiple attack machines are harder to turn off than one
attack machine, and that the behavior of each attack machine can be stealthier, making it harder to track down and shut
down. TFN, TRIN00, etc. are tools used for the DDoS attack. 

 

QUESTION 3

You need to give a standard user permission to run a program as an administrator. 

How should you set up the program shortcut to accomplish this? 

A. in a different Compatibility Mode 

B. by utilizing RunAs 

C. in a separate memory space 

D. by using a smart card 

Correct Answer: B 

 

QUESTION 4

What is a common method for password collection? 

A. Email attachments 

B. Back door intrusions 

C. SQL Injection 

D. Network sniffers 

Correct Answer: D 

 

QUESTION 5

Match the components of a secure website with their role in securing communication. 

Instructions: To answer, drag the appropriate component from the column on the left to its role on the right. 
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Each component may be used once, more than once or not at all. You may need to drag the split bar between panes or
scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer:  
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