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QUESTION 1

John works as a Network Administrator for We-are-secure Inc. The We-are-secure server is based on Windows Server
2003. One day, while analyzing the network security, he receives an error message that Kernel32.exe is encountering a
problem. Which of the following steps should John take as a countermeasure to this situation? Each correct answer
represents a complete solution. Choose all that apply. 

A. He should restore his Windows settings. 

B. He should upgrade his antivirus program. 

C. He should observe the process viewer (Task Manager) to see whether any new process is running on the computer
or not. If any new malicious process is running, he should kill that process. 

D. He should download the latest patches for Windows Server 2003 from the Microsoft site, so that he can repair the
kernel. 

Correct Answer: BC 

Answer: B and C 

In such a situation, when John receives an error message revealing that Kernel32.exe is encountering a problem, he
needs to come to the conclusion that his antivirus program needs to be updated, because Kernel32.exe is not a
Microsoft 

file (It is a Kernel32.DLL file.). 

Although such viruses normally run on stealth mode, he should examine the process viewer (Task Manager) to see
whether any new process is running on the computer or not. If any new process (malicious) is running on the server, he 

should exterminate that process. 

Answer: A and D are incorrect. Since kernel.exe is not a real kernel file of Windows, there is no need to repair or
download any patch for Windows Server 2003 from the Microsoft site to repair the kernel. 

Note: Such error messages can be received if the computer is infected with malware, such as Worm_Badtrans.b,
Backdoor.G_Door, Glacier Backdoor, Win32.Badtrans.29020, etc. 

 

QUESTION 2

Which of the following security methods can be used to detect the DoS attack in order to enhance the security of the
network? 

A. Protocol analyzer 

B. WIPS 

C. WLAN controller 

D. Spectrum analyzer 

Correct Answer: B 
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WIPS is used to detect the DOS attack in order to enhance the security of the network. Wireless intrusion prevention
system (WIPS) is a network device that monitors the radio spectrum for the presence ofunauthorized access points 

(intrusion detection), and can automaticallytake countermeasures (intrusion prevention). The primary purpose of a WIPS
is to prevent unauthorized network access to local area networks and other information assets by wireless devices. 

Answer: 

C is incorrect. A wireless LAN controller is a device that is used in combination with Lightweight Access Point Protocol
(LWAPP) to manage light weight access points in large quantities by the network administrator or NOC. The wireless
LAN 

controller is a part of the Data Plane within the Cisco Wireless Model. The WLAN controller automatically handles the
configuration of anywhere from 6 to 300 wireless access-points, depending on the model. Answer: D is incorrect. A 

spectrum analyzer, or spectral analyzer, is a device that is used to examine the spectral composition of some electrical,
acoustic, or optical waveform. It may also measure the power spectrum. The analog and digital spectrum analyzers are 

as follows: 

1.An analog spectrum analyzer uses either a variable band-pass filter whose mid- frequency is automatically tuned
(shifted, swept) through the range of frequencies of which the spectrum is to be measured. 

2.A digital spectrum analyzer computes the discrete Fourier transform (DFT), a mathematical process that transforms a
waveform into the components of its frequency spectrum. 

Answer: A is incorrect. A protocol analyzer is a network diagnostic utility for viewing the current contents of a packet
traveling on the network. Protocol analyzers are mainly used for performance measurement and troubleshooting. These 

devices connect to the network to calculate key performance indicators (KPI) to monitor the network and speed up
troubleshooting activities. 

 

QUESTION 3

Your anti-spam program is blocking emails from a particular sender. Your company needs to receive emails from this
sender. 

What should you do? 

A. Accept RSS feeds from their domain 

B. List the sender\\'s email address in DNS 

C. Add the email addresses to the whitelist 

D. Reconfigure the SMS Gateway 

Correct Answer: C 

 

QUESTION 4

Which of the following steps can be taken by an administrator as countermeasures against software keyloggers? Each
correct answer represents a part of the solution. Choose all that apply. 
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A. Use commercially available anti-keyloggers. 

B. Actively monitor the programs running on the server. 

C. Update antivirus regularly. 

D. Always check hard disk space on the server. 

Correct Answer: ABC 

Answer: B, C, and A 

It is very hard to detect a keylogger\\'s activity. Hence, a Network Administrator should take the following steps as
countermeasures against software keyloggers: 

Actively monitor the programs running on the server. Monitor the network whenever an application attempts to make a
network connection. Use commercially available anti-keyloggers, such as PrivacyKeyboard. 

Update one\\'s antivirus regularly. 

Use on-screen keyboards and speech-to-text conversion software which can also be useful against keyloggers, as there
are no typing or mouse movements involved. Keyloggers are programs that run in the background and record each and 

every keystroke. Keyloggers record computer keystrokes either through hardware or software. 

Answer: D is incorrect. This step should not be taken by an administrator as countermeasures against software
keyloggers. 

 

QUESTION 5

You work as a Network Administrator for McRobert Inc. Your company has a TCP/IP-based network. You plan to
connect your company\\'s LAN to the Internet. You are concerned about the security of your network and want to protect
it against external access and misuse. Which device will you install between your LAN and the Internet to accomplish
this? 

Select and Place: 
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Correct Answer: 
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