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QUESTION 1

A user who receives a large number of emails selling prescription medicine is probably receiving pharming mail. 

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed" if
the underlined text makes the statement correct. 

A. Malware 

B. Spoofed mail 

C. Spam 

D. No change is needed. 

Correct Answer: C 

 

QUESTION 2

The purpose of a digital certificate is to verify that a: 

A. Public key belongs to a sender. 

B. Computer is virus-free. 

C. Private key belongs to a sender. 

D. Digital document is complete. 

Correct Answer: A 

In cryptography, a public key certificate (also known as a digital certificate or identity certificate) is an electronic
document that uses a digital signature to bind a public key with an identity. 

 

QUESTION 3

Which of the following is a name that identifies a particular 802.11 wireless LAN? 

A. MBSA 

B. IBSS 

C. MAC 

D. SSID 

Correct Answer: D 

Service Set Identifier, or SSID, is a name that identifies a particular 802.11 wireless LAN. A client device receives
broadcast messages from all access points within range, advertising their SSIDs. The client device can then either
manually or automatically, based on configuration, select the network and can associate itself. The SSID can be up to
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32 characters long. As the SSID displays to users, it normally consists of human-readable characters. The SSID is
defined as a sequence of 1-32 octets, each of which may take any value. Answer: B is incorrect. IBSS (Independent
Basic Service Set) is an ad-hoc network of client devices that does not require a central control access point. In IBSS,
the SSID is chosen by the client device that starts the communication. The broadcasting of the SSID is performed in a
pseudo-random order by all devices that are members of the network. Answer: C is incorrect. Mandatory access control
(MAC) refers to a type of access control by which the operating system constrains the ability of a subject or initiator to
access or generally perform some sort of operation on an object or target. In practice, a subject is usually a process or
thread; objects are constructs such as files, directories, TCP/UDP ports, shared memory segments, etc. Subjects and
objects each have a set of security attributes. Whenever a subject attempts to access an object, an authorization rule
enforced by the operating system kernel examines these security attributes and decides whether the access can take
place. Any operation by any subject on any object will be tested against the set of authorization rules to determine if the
operation is allowed. Answer: A is incorrect. Microsoft Baseline Security Analyzer (MBSA) is a software tool of Microsoft
to determine security state by assessing missing security updates and less-secure security settings within Microsoft
Windows, Windows components such as Internet Explorer, IIS web server, and products Microsoft SQL Server, and
Microsoft Office macro settings. Microsoft Baseline Security Analyzer (MBSA) includes a graphical and command line
interface that can perform local or remote scans of Windows systems. 

 

QUESTION 4

Which of following is required to be configured to ensure that the Bitlocker storage can be reclaimed? 

A. BitLocker to use data recovery agents 

B. BitLocker to use the password screen saver 

C. BitLocker to use the Secret Retrieval Agent 

D. BitLocker to use the Artificial Intelligence recovery option. 

Correct Answer: A 

BitLocker to use data recovery agents is created and properly stored to ensure that the secured data can be reclaimed
when the Bitlocker protected storage is shifted to another computer. 

 

QUESTION 5

You need to grant a set of users write access to a file on a network share. You should add the users to: 

A. A security group 

B. The Authenticated Users group 

C. The Everyone group 

D. A distribution group 

Correct Answer: B 
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