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QUESTION 1

Which of the following is the reason of properly securing an audit log? 

A. To ensure that only authorized person can check the log file. 

B. To ensure that no one can remove it as there is no back up is provided for this log. 

C. To ensure that potential hackers becomes unable to delete the event logs for covering their tracks. 

D. To ensure that potential hackers can be tracked easily without changing the network configuration. 

Correct Answer: C 

The reason of properly securing an audit log is used to ensure that potential hackers becomes unable to delete the
event logs for covering their tracks. 

 

QUESTION 2

Mark works as a Network Administrator fot Blue Well Inc. The company has a Windows-based network. Mark is facing a
series of problems with email spam and identifying theft via phishing scams. He wants to implement the various security
measures and to provide some education because it is related to the best practices while using email. Which of the
following can Mark use to minimize the spam amount that is hitting the Microsoft Exchange server of the company? 

A. Enable reverse DNS lookup 

B. Use Read-only Domain Controller 

C. Add Sender Policy Framework 

D. Permit User Account Control 

Correct Answer: A 

To minimize the amount of spam that is hitting the Microsoft Exchange server, it is required to enable reverse DNS
lookup on the SMTP virtual server. It forces a system to crosscheck the domain name with a PTR record (IP address 

associated with the domain name) and if the IP address is not matched the record associated with that domain name, it
will not delivered. 

Answer: C is incorrect. SPF is used to permit the administrator to configure the server to establish who is acceptable to
send email from their domain. Answer: D is incorrect. User Account Control (UAC) is a technology and security 

infrastructure introduced with Microsoft\\'s Windows Vista and Windows Server 2008 operating systems, with a more
relaxed version also present in Windows 7 and Windows Server 2008 R2. It aims to improve the security of Microsoft 

Windows by limiting application software to standard user privileges until an administrator authorizes an increase or
elevation. 

Answer: B is incorrect. Read-only Domain Controller (RODC) is a domain controller that hosts the read-only partition of
the Active Directory database. RODC was developed by Microsoft typically to be deployed in a branch office
environment. 

98-367 PDF Dumps | 98-367 Study Guide | 98-367 Braindumps                                2 / 5

https://www.lead4pass.com/98-367.html
https://www.lead4pass.com/98-367.html
https://www.lead4pass.com/98-367.html


https://www.lead4pass.com/98-367.html
2023 Latest lead4pass 98-367 PDF and VCE dumps Download

RODC is a good option to enhance security by placing it in a location where physical security is poor. RODC can also
be placed at locations having relatively few users and a poor network bandwidth to the main site. As only the read-only 

partition of the Active Directory database is hosted by RODC, a little local IT knowledge is required to maintain it. 

 

QUESTION 3

Mark works as a Network Administrator for TechMart Inc. The company has a Windows-based network. Mark wants to
implement a method to ensure that the mobile devices are in a good state of security health when they are trying to
access the corporate network. For this purpose, Mark is using NAP. Which of the following will he do for those
computers in the network that are not compatible with NAP? 

A. Define exceptions in NAP for computers that are not compatible with NAP. 

B. Hide those computers that are not compatible with NAP. 

C. Remove those computers that are not compatible with NAP. 

D. Do not use the NAP, if any of the computers is showing incompatibility in the entire network. 

Correct Answer: A 

Network Access Protection (NAP) is a set of operating system components included with the Windows Server 2008 and
Windows Vista/7 operating systems. It ensures that the client computers on a private network meet administrator-
defined requirements for system health. NAP policies define the required configuration and update status for a client
computer\\'s operating system and critical software. For example, an administrator can set policies that computers might
be required to have antivirus software with the latest virus definition installed and current operating system updates.
Using NAP, a network administrator can enforce compliance with health requirements for the client computers
connection to the network. NAP helps network administrators to reduce the risk caused by improperly configured client
computers that might be exposed to viruses and other malicious software. It is required to define exceptions in NAP for
those devices that are not compatible with NAP. 

 

QUESTION 4

Creating MD5 hash for files is an example of ensuring what? 

A. Confidentiality 

B. Availability 

C. Least privilege 

D. Integrity 

Correct Answer: D 

The MD5 message-digest algorithm is a widely used cryptographic hash function producing a 128-bit (16-byte) hash
value, typically expressed in text format as a 32 digit hexadecimal number. MD5 has been utilized in a wide variety of
cryptographic applications, and is also commonly used to verify data integrity. 

 

QUESTION 5
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E-mail bombing attacks a specific entity by: 

A. Redirecting all e-mail to another entity 

B. Sending high volumes of e-mail 

C. Tracing e-mail to the destination address 

D. Triggering high levels of security alerts 

Correct Answer: B 

In Internet usage, an email bomb is a form of net abuse consisting of sending huge volumes of email to an address in
an attempt to overflow the mailbox or overwhelm the server where the email address is hosted in a denial-of-service
attack. 
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