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QUESTION 1

An organization determined that each of its remote sales representatives must use a smartphone for email access. 

The organization provides the same centrally manageable model to each person. 

Which of the following mechanisms BEST protects the confidentiality of the resident data? 

A. Require dual factor authentication when connecting to the organization\\'s email server. 

B. Require each sales representative to establish a PIN to access the smartphone and limit email storage to two weeks. 

C. Require encrypted communications when connecting to the organization\\'s email server. 

D. Require a PIN and automatic wiping of the smartphone if someone enters a specific number of incorrect PINs. 

Correct Answer: D 

 

QUESTION 2

The risk manager has requested a security solution that is centrally managed, can easily be updated, and protects end
users\\' workstations from both known and unknown malicious attacks when connected to either the office or home
network. Which of the following would BEST meet this requirement? 

A. HIPS 

B. UTM 

C. Antivirus 

D. NIPS 

E. DLP 

Correct Answer: A 

 

QUESTION 3

A sensitive database needs its cryptographic integrity upheld. Which of the following controls meets this goal? (Select
TWO). 

A. Data signing 

B. Encryption 

C. Perfect forward secrecy 

D. Steganography 

E. Data vaulting 
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F. RBAC 

G. Lock and key 

Correct Answer: AF 

 

QUESTION 4

Company XYZ has had repeated vulnerability exploits of a critical nature released to the company\\'s flagship product.
The product is used by a number of large customers. At the Chief Information Security Officer\\'s (CISO\\'s) request, the
product manager now has to budget for a team of security consultants to introduce major product security
improvements. 

Here is a list of improvements in order of priority: 

1.

 A noticeable improvement in security posture immediately. 

2.

 Fundamental changes to resolve systemic issues as an ongoing process 

3.

 Improvements should be strategic as opposed to tactical 

4.

 Customer impact should be minimized 

Which of the following recommendations is BEST for the CISO to put forward to the product manager? 

A. Patch the known issues and provide the patch to customers. Make a company announcement to customers on the
main website to reduce the perceived exposure of the application to alleviate customer concerns. Engage penetration
testers and code reviewers to perform an in-depth review of the product. Based on the findings, address the defects and
re-test the findings to ensure that any defects have been resolved. 

B. Patch the known issues and provide the patch to customers. Engage penetration testers and code reviewers to
perform an in-depth review of the product. Based on the findings, address the defects and re-test the findings to ensure
that the defects have been resolved. Introduce periodic code review and penetration testing of the product in question
and consider including all relevant future projects going forward. 

C. Patch the known issues and provide the patch to customers. Implement an SSDLC / SDL overlay on top of the
SDLC. Train architects, designers, developers, testers and operators on security importance and ensure that security-
relevant activities are performed within each of the SDLC phases. Use the product as the primary focal point to close
out issues and consider using the SSDLC / SDL overlay for all relevant future projects. 

D. Stop active support of the product. Bring forward end-of-life dates for the product so that it can be decommissioned.
Start a new project to develop a replacement product and ensure that an SSDLC / SDL overlay on top of the SDLC is
formed. Train BAs, architects, designers, developers, testers and operators on security importance and ensure that
security-relevant activities are performed within each of the SDLC phases. 

Correct Answer: C 
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QUESTION 5

A security administrator is investigating the compromise of a SCADA network that is not physically connected to any
other network. Which of the following is the MOST likely cause of the compromise? 

A. Outdated antivirus definitions 

B. Insecure wireless 

C. Infected USB device 

D. SQL injection 

Correct Answer: C 
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