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QUESTION 1

A penetration tester is conducting an assessment on Comptia.org and runs the following command from a coffee shop
while connected to the public Internet: Which of the following should the penetration tester conclude about the command
output? 

A. The public/private views on the Comptia.org DNS servers are misconfigured 

B. Comptia.org is running an older mail server, which may be vulnerable to exploits 

C. The DNS SPF records have not been updated for Comptia.org 

D. 192.168.102.67 is a backup mail server that may be more vulnerable to attack 

Correct Answer: B 

 

QUESTION 2

Which of the following may indicate a configuration item has reached end-of-life? 

A. The device will no longer turn on and indicated an error. 

B. The vendor has not published security patches recently. 

C. The object has been removed from the Active Directory. 

D. Logs show a performance degradation of the component. 

Correct Answer: B 

 

QUESTION 3

A Chief Information Security Officer (CISO) has requested that a SIEM solution be implemented. The CISO wants to
know upfront what the projected TCO would be before looking further into this concern. Two vendor proposals have
been 

received: 

Vendor A: product-based solution which can be purchased by the pharmaceutical company. Capital expenses to cover
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central log collectors, correlators, storage and management consoles expected to be $150,000. Operational expenses
are 

expected to be a 0.5 full time employee (FTE) to manage the solution, and 1 full time employee to respond to incidents
per year. 

Vendor B: managed service-based solution which can be the outsourcer for the pharmaceutical company\\'s needs. 

Bundled offering expected to be $100,000 per year. 

Operational expenses for the pharmaceutical company to partner with the vendor are expected to be a 0.5 FTE per
year. 

Internal employee costs are averaged to be $80,000 per year per FTE. Based on calculating TCO of the two vendor
proposals over a 5 year period, which of the following options is MOST accurate? 

A. Based on cost alone, having an outsourced solution appears cheaper. 

B. Based on cost alone, having an outsourced solution appears to be more expensive. 

C. Based on cost alone, both outsourced an in-sourced solutions appear to be the same. 

D. Based on cost alone, having a purchased product solution appears cheaper. 

Correct Answer: A 

The costs of making use of an outsources solution will actually be a savings for the company thus the outsourced
solution is a cheaper option over a 5 year period because it amounts to 0,5 FTE per year for the company and at
present the 

company expense if $80,000 per year per FTE. 

For the company to go alone it will cost $80,000 per annum per FTE = $400,000 over 5 years. 

With Vendor a $150,000 + $200,000 (?FTE) = $350,000 

With Vendor B = $100,000 it will be more expensive. 

References: 

Gregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner Study Guide, John Wiley and Sons,
Indianapolis, 2012, p. 130 

 

QUESTION 4

An IT manager is concerned about the cost of implementing a web filtering solution in an effort to mitigate the risks
associated with malware and resulting data leakage. Given that the ARO is twice per year, the ALE resulting from a data
leak is $25,000 and the ALE after implementing the web filter is $15,000. The web filtering solution will cost the
organization $10,000 per year. Which of the following values is the single loss expectancy of a data leakage event after
implementing the web filtering solution? 

A. $0 

B. $7,500 
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C. $10,000 

D. $12,500 

E. $15,000 

Correct Answer: B 

The annualized loss expectancy (ALE) is the product of the annual rate of occurrence (ARO) and the single loss
expectancy (SLE). It is mathematically expressed as: ALE = ARO x SLE Single Loss Expectancy (SLE) is
mathematically expressed as: Asset value (AV) x Exposure Factor (EF) SLE = AV x EF - Thus the Single Loss
Expectancy (SLE) = ALE/ARO = $15,000 / 2 = $ 7,500 References:
http://www.financeformulas.net/Return_on_Investment.html 

https://en.wikipedia.org/wiki/Risk_assessment 

 

QUESTION 5

The legal department has required that all traffic to and from a company\\'s cloud-based word processing and email
system is logged. To meet this requirement, the Chief Information Security Officer (CISO) has implemented a next-
generation firewall to perform inspection of the secure traffic and has decided to use a cloud-based log aggregation
solution for all traffic that is logged. Which of the following presents a long-term risk to user privacy in this scenario? 

A. Confidential or sensitive documents are inspected by the firewall before being logged. 

B. Latency when viewing videos and other online content may increase. 

C. Reports generated from the firewall will take longer to produce due to more information from inspected traffic. 

D. Stored logs may contain non-encrypted usernames and passwords for personal websites. 

Correct Answer: A 

Latest CAS-003 Dumps CAS-003 PDF Dumps CAS-003 VCE Dumps

Latest CAS-003 Dumps | CAS-003 PDF Dumps | CAS-003 VCE Dumps                                4 / 5

https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html


https://www.lead4pass.com/cas-003.html
2023 Latest lead4pass CAS-003 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.lead4pass.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © lead4pass, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

Latest CAS-003 Dumps | CAS-003 PDF Dumps | CAS-003 VCE Dumps                                5 / 5

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html
https://www.lead4pass.com/cas-003.html

