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QUESTION 1

An organization has established the following controls matrix: 

The following control sets have been defined by the organization and are applied in aggregate fashion: 

Systems containing PII are protected with the minimum control set. 

Systems containing medical data are protected at the moderate level. 

Systems containing cardholder data are protected at the high level. 

The organization is preparing to deploy a system that protects the confidentially of a database containing PII and
medical data from clients. Based on the controls classification, which of the following controls would BEST meet these 

requirements? 

A. Proximity card access to the server room, context-based authentication, UPS, and full-disk encryption for the
database server. 

B. Cipher lock on the server room door, FDE, surge protector, and static analysis of all application code. 

C. Peer review of all application changes, static analysis of application code, UPS, and penetration testing of the
complete system. 

D. Intrusion detection capabilities, network-based IPS, generator, and context-based authentication. 

Correct Answer: D 

 

QUESTION 2

The finance department for an online shopping website has discovered that a number of customers were able to
purchase goods and services without any payments. Further analysis conducted by the security investigations team
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indicated that the website allowed customers to update a payment amount for shipping. A specially crafted value could
be entered and cause a roll over, resulting in the shipping cost being subtracted from the balance and in some instances
resulted in a negative balance. As a result, the system processed the negative balance as zero dollars. Which of the
following BEST describes the application issue? 

A. Race condition 

B. Click-jacking 

C. Integer overflow 

D. Use after free 

E. SQL injection 

Correct Answer: C 

Integer overflow errors can occur when a program fails to account for the fact that an arithmetic operation can result in a
quantity either greater than a data type\\'s maximum value or less than its minimum value. 

 

QUESTION 3

Company.org has requested a black-box security assessment be performed on key cyber terrain. On area of concern is
the company\\'s SMTP services. The security assessor wants to run reconnaissance before taking any additional action
and wishes to determine which SMTP server is Internet-facing. 

Which of the following commands should the assessor use to determine this information? 

A. dnsrecon -d company.org -t SOA 

B. dig company.org mx 

C. nc -v company.org 

D. whois company.org 

Correct Answer: A 

 

QUESTION 4

A user is suspected of engaging in potentially illegal activities. Law enforcement has requested that the user continue to
operate on the network as normal. However, they would like to have a copy of any communications from the user
involving certain key terms. Additionally, the law enforcement agency has requested that the user\\'s ongoing
communication be retained in the user\\'s account for future investigations. Which of the following will BEST meet the
goals of law enforcement? 

A. Begin a chain-of-custody on for the user\\'s communication. Next, place a legal hold on the user\\'s email account. 

B. Perform an e-discover using the applicable search terms. Next, back up the user\\'s email for a future investigation. 

C. Place a legal hold on the user\\'s email account. Next, perform e-discovery searches to collect applicable emails. 

D. Perform a back up of the user\\'s email account. Next, export the applicable emails that match the search terms. 
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Correct Answer: C 

A legal hold is a process that an organization uses to maintain all forms of pertinent information when legal action is
reasonably expected. E-discovery refers to discovery in litigation or government investigations that manages the
exchange of electronically stored information (ESI). ESI includes email and office documents, photos, video, databases,
and other filetypes. 

 

QUESTION 5

A software company is releasing a new mobile application to a broad set of external customers. Because the software
company is rapidly releasing new features, it has built in an over-the-air software update process that can automatically
update the application at launch time. Which of the following security controls should be recommended by the
company\\'s security architect to protect the integrity of the update process? (Choose two.) 

A. Validate cryptographic signatures applied to software updates 

B. Perform certificate pinning of the associated code signing key 

C. Require HTTPS connections for downloads of software updates 

D. Ensure there are multiple download mirrors for availability 

E. Enforce a click-through process with user opt-in for new features 

Correct Answer: AB 
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