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QUESTION 1

Which of the following approaches can be used to build a security program? Each correct answer represents a complete
solution. Choose all that apply. 

A. Right-Up Approach 

B. Left-Up Approach 

C. Top-Down Approach 

D. Bottom-Up Approach 

Correct Answer: CD 

Top-Down Approach is an approach to build a security program. The initiation, support, and direction come from the top
management and work their way through middle management and then to staff members. It is treated as the best
approach. This approach ensures that the senior management, who is ultimately responsible for protecting the company
assets, is driving the program. Bottom-Up Approach is an approach to build a security program. The lower- end team
comes up with a security control or a program without proper management support and direction. It is less effective and
doomed to fail. Answer: A and B are incorrect. No such types of approaches exist 

 

QUESTION 2

Mark works as a Network Administrator for NetTech Inc. The company has a Windows 2000 domain-based network.
Users report that they are unable to log on to the network. Mark finds that accounts are locked out due to multiple
incorrect log on attempts. What is the most likely cause of the account lockouts? 

A. Spoofing 

B. Brute force attack 

C. SYN attack 

D. PING attack 

Correct Answer: B 

Brute force attack is the most likely cause of the account lockouts. In a brute force attack, unauthorized users attempt to
log on to a network or a computer by using multiple possible user names and passwords. Windows 2000 and other
network operating systems have a security feature that locks a user account if the number of failed logon attempts occur
within a specified period of time, based on the security policy lockout settings. Answer: A is incorrect. Spoofing is a
technique that makes a transmission appear to have come from an authentic source by forging the IP address, email
address, caller ID, etc. In IP spoofing, a hacker modifies packet headers by using someone else\\'s IP address to hide
his identity. However, spoofing cannot be used while surfing the Internet, chatting on-line, etc. because forging the
source IP address causes the responses to be misdirected. Answer: C is incorrect. A SYN attack affects computers
running on the TCP/IP protocol. It is a protocol-level attack that can render a computer\\'s network services unavailable.
A SYN attack is also known as SYN flooding. Answer: D is incorrect. When a computer repeatedly sends ICMP echo
requests to another computer, it is known as a PING attack. 

 

QUESTION 3
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Which of the following cryptographic system services ensures that information will not be disclosed to any unauthorized
person on a local network? 

A. Authentication 

B. Integrity 

C. Non-repudiation 

D. Confidentiality 

Correct Answer: D 

The confidentiality service of a cryptographic system ensures that information will not be disclosed to any unauthorized
person on a local network. 

 

QUESTION 4

The organization level is the Tier 1 and it addresses risks from an organizational perspective. What are the various Tier
1 activities? Each correct answer represents a complete solution. Choose all that apply. 

A. The organization plans to use the degree and type of oversight, to ensure that the risk management strategy is being
effectively carried out. 

B. The level of risk tolerance. 

C. The techniques and methodologies an organization plans to employ, to evaluate information system-related security
risks. 

D. The RMF primarily operates at Tier 1. 

Correct Answer: ABC 

The Organization Level is the Tier 1, and it addresses risks from an organizational perspective. It includes the following
points: The techniques and methodologies an organization plans to employ, to evaluate information system-related
security risks. During risk assessment, the methods and procedures the organization plans to use, to evaluate the
significance of the risks identified. The types and extent of risk mitigation measures the organization plans to employ, to
address identified risks. The level of risk tolerance. According to the environment of operation, how the organization
plans to monitor risks on an ongoing basis, given the inevitable changes to organizational information system. The
organization plans to use the degree and type of oversight, in order to ensure that the risk management strategy is
being effectively carried out.Answer: D is incorrect. The RMF primarily operates at Tier 3. 

 

QUESTION 5

Which of the following is a set of exclusive rights granted by a state to an inventor or his assignee for a fixed period of
time in exchange for the disclosure of an invention? 

A. Copyright 

B. Snooping 

C. Utility model 
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D. Patent 

Correct Answer: D 

A patent is a set of exclusive rights granted by a state to an inventor or his assignee for a fixed period of time in
exchange for the disclosure of an invention. Answer: A is incorrect. A copyright is a form of intellectual property, which
secures to its holder the exclusive right to produce copies of his or her works of original expression, such as a literary
work, movie, musical work or sound recording, painting, photograph, computer program, or industrial design, for a
defined, yet extendable, period of time. It does not cover ideas or facts. Copyright laws protect intellectual property from
misuse by other individuals. Answer: B is incorrect. Snooping is an activity of observing the content that appears on a
computer monitor or watching what a user is typing. Snooping also occurs by using software programs to remotely
monitor activity on a computer or network device. Hackers or attackers use snooping techniques and equipment such as
keyloggers to monitor keystrokes, capture passwords and login information, and to intercept email and other private
communications. Sometimes, organizations also snoop their employees legitimately to monitor their use of
organizations\\' computers and track Internet usage. Answer: C is incorrect. A utility model is an intellectual property
right to protect inventions. 
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