
https://www.lead4pass.com/CSSLP.html
2023 Latest lead4pass CSSLP PDF and VCE dumps Download

 

 

 

CSSLPQ&As

Certified Secure Software Lifecycle Professional Practice Test

Pass ISC CSSLP Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.lead4pass.com/CSSLP.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by ISC Official
Exam Center

 

 

CSSLP VCE Dumps | CSSLP Practice Test | CSSLP Braindumps                                1 / 6

https://www.lead4pass.com/CSSLP.html
https://www.lead4pass.com/CSSLP.html
https://www.lead4pass.com/CSSLP.html


https://www.lead4pass.com/CSSLP.html
2023 Latest lead4pass CSSLP PDF and VCE dumps Download

QUESTION 1

You work as a project manager for a company. The company has started a new security software project. The software
configuration management will be used throughout the lifecycle of the project. You are tasked to modify the functional
features and the basic logic of the software and then make them compatible to the initial design of the project. Which of
the following procedures of the configuration management will you follow to accomplish the task? 

A. Configuration status accounting 

B. Configuration control 

C. Configuration audits 

D. Configuration identification 

Correct Answer: B 

Configuration control is a procedure of the Configuration management. Configuration control is a set of processes and
approval stages required to change a configuration item\\'s attributes and to re-baseline them. It supports the change of
the functional and physical attributes of software at various points in time, and performs systematic control of changes to
the identified attributes. Answer: C is incorrect. Configuration audits confirm that the configuration identification for a
configured item is accurate, complete, and will meet specified program needs. Configuration audits are broken into
functional and physical configuration audits. They occur either at delivery or at the moment of effecting the change. A
functional configuration audit ensures that functional and performance attributes of a configuration item are achieved,
while a physical configuration audit ensures that a configuration item is installed in accordance with the requirements of
its detailed design documentation. Answer: D is incorrect. Configuration identification is the process of identifying the
attributes that define every aspect of a configuration item. A configuration item is a product (hardware and/or software)
that has an end-user purpose. These attributes are recorded in configuration documentation and baselined. Baselining
an attribute forces formal configuration change control processes to be effected in the event that these attributes are
changed. Answer: A is incorrect. The configuration status accounting procedure is the ability to record and report on the
configuration baselines associated with each configuration item at any moment of time. It supports the functional and
physical attributes of software at various points in time, and performs systematic control of accounting to the identified
attributes for the purpose of maintaining software integrity and traceability throughout the software development life
cycle. 

 

QUESTION 2

Which of the following NIST documents provides a guideline for identifying an information system as a National Security
System? 

A. NIST SP 800-37 

B. NIST SP 800-59 

C. NIST SP 800-53 

D. NIST SP 800-60 

E. NIST SP 800-53A 

Correct Answer: B 

NIST has developed a suite of documents for conducting Certification and Accreditation (CandA). These documents are
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as follows: NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of
Federal Information Systems. NIST Special Publication 800-53: This document provides a guideline for security controls
for Federal Information Systems. NIST Special Publication 800-53A. This document consists of techniques and
procedures for verifying the effectiveness of security controls in Federal Information System. NIST Special Publication
800-59: This document is a guideline for identifying an information system as a National Security System. NIST Special
Publication 800-60: This document is a guide for mapping types of information and information systems to security
objectives and risk levels. 

 

QUESTION 3

Which of the following are the tasks performed by the owner in the information classification schemes? Each correct
answer represents a part of the solution. Choose three. 

A. To make original determination to decide what level of classification the information requires, which is based on the
business requirements for the safety of the data. 

B. To review the classification assignments from time to time and make alterations as the business requirements alter. 

C. To perform data restoration from the backups whenever required. 

D. To delegate the responsibility of the data safeguard duties to the custodian. 

Correct Answer: ABD 

The different tasks performed by the owner are as follows: He makes the original determination to decide what level of
classification the information requires, which is based on the business requirements for the safety of the data. He
reviews the classification assignments from time to time and makes alterations as the business needs change. He
delegates the responsibility of the data safeguard duties to the custodian. He specifies controls to ensure confidentiality,
integrity and availability. Answer: C is incorrect. This task is performed by the custodian and not by the owner. 

 

QUESTION 4

Which of the following terms related to risk management represents the estimated frequency at which a threat is
expected to occur? 

A. Single Loss Expectancy (SLE) 

B. Annualized Rate of Occurrence (ARO) 

C. Safeguard 

D. Exposure Factor (EF) 

Correct Answer: B 

The Annualized Rate of Occurrence (ARO) is a number that represents the estimated frequency at which a threat is
expected to occur. It is calculated based upon the probability of the event occurring and the number of employees that
could make that event occur. Answer: D is incorrect. The Exposure Factor (EF) represents the % of assets loss caused
by a threat. The EF is required to calculate the Single Loss Expectancy (SLE). Answer: A is incorrect. The Single Loss
Expectancy (SLE) is the value in dollars that is assigned to a single event. SLE = Asset Value ($) X Exposure Factor
(EF) Answer: C is incorrect. Safeguard acts as a countermeasure for reducing the risk associated with a specific threat
or a group of threats. 
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QUESTION 5

You work as a systems engineer for BlueWell Inc. Which of the following tools will you use to look outside your own
organization to examine how others achieve their performance levels, and what processes they use to reach those
levels? 

A. Benchmarking 

B. Six Sigma 

C. ISO 9001:2000 

D. SEI-CMM 

Correct Answer: A 

Benchmarking is the tool used by system assessment process to provide a point of reference by which performance
measurements can be reviewed with respect to other organizations. Benchmarking is also recognized as Best Practice
Benchmarking or Process Benchmarking. It is a process used in management and mostly useful for strategic
management. It is the process of comparing the business processes and performance metrics including cost, cycle time,
productivity, or quality to another that is widely considered to be an industry standard benchmark or best practice. It
allows organizations to develop plans on how to implement best practice with the aim of increasing some aspect of
performance. Benchmarking might be a onetime event, although it is frequently treated as a continual process in which
organizations continually seek out to challenge their practices. It allows organizations to develop plans on how to make
improvements or adapt specific best practices, usually with the aim of increasing some aspect of performance. Answer:
C is incorrect. The ISO 9001:2000 standard combines the three standards 9001, 9002, and 9003 into one, called 9001.
Design and development procedures are required only if a company does in fact engage in the creation of new
products. The 2000 version sought to make a radical change in thinking by actually placing the concept of process
management front and center ("Process management" was the monitoring and optimizing of a company\\'s tasks and
activities, instead of just inspecting the final product). The ISO 9001:2000 version also demands involvement by upper
executives, in order to integrate quality into the business system and avoid delegation of quality functions to junior
administrators. Another goal is to improve effectiveness via process performance metrics numerical measurement of the
effectiveness of tasks and activities. Expectations of continual process improvement and tracking customer satisfaction
were made explicit. Answer: B is incorrect. Six Sigma is a business management strategy, initially implemented by
Motorola. As of 2009 it enjoys widespread application in many sectors of industry, although its application is not without
controversy. Six Sigma seeks to improve the quality of process outputs by identifying and removing the causes of
defects and variability in manufacturing and business processes. It uses a set of quality management methods,
including statistical methods, and creates a special infrastructure of people within the organization ("Black Belts", "Green
Belts", etc.) who are experts in these methods. Each Six Sigma project carried out within an organization follows a
defined sequence of steps and has quantified financial targets (cost reduction or profit increase). The often used Six
Sigma symbol is as follows: 

Answer: D is incorrect. Capability Maturity Model Integration (CMMI) was created by Software Engineering Institute
(SEI). CMMI in software engineering and organizational development is a process improvement approach that provides
organizations with the essential elements for effective process improvement. It can be used to guide process
improvement across a project, a division, or an entire organization. CMMI can help integrate traditionally separate
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organizational functions, set process improvement goals and priorities, provide guidance for quality processes, and
provide a point of reference for appraising current processes. CMMI is now the de facto standard for measuring the
maturity of any process. Organizations can be assessed against the CMMI model using Standard CMMI Appraisal
Method for Process Improvement (SCAMPI). 
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