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QUESTION 1

Mark works as a Network Administrator for NetTech Inc. He wants users to access only those resources that are
required for them. Which of the following access control models will he use? 

A. Discretionary Access Control 

B. Mandatory Access Control 

C. Policy Access Control 

D. Role-Based Access Control 

Correct Answer: D 

Role-based access control (RBAC) is an access control model. In this model, a user can access resources according to
his role in the organization. For example, a backup administrator is responsible for taking backups of important data.
Therefore, he is only authorized to access this data for backing it up. However, sometimes users with different roles
need to access the same resources. This situation can also be handled using the RBAC model. Answer: B is incorrect.
Mandatory Access Control (MAC) is a model that uses a predefined set of access privileges for an object of the system.
Access to an object is restricted on the basis of the sensitivity of the object and granted through authorization.
Sensitivity of an object is defined by the label assigned to it. For example, if a user receives a copy of an object that is
marked as "secret", he cannot grant permission to other users to see this object unless they have the appropriate
permission. Answer: A is incorrect. DAC is an access control model. In this model, the data owner has the right to
decide who can access the data. This model is commonly used in PC environment. The basis of this model is the use of
Access Control List (ACL). Answer: C is incorrect. There is no such access control model as Policy Access Control. 

 

QUESTION 2

Which of the following is an example of over-the-air (OTA) provisioning in digital rights management? 

A. Use of shared secrets to initiate or rebuild trust. 

B. Use of software to meet the deployment goals. 

C. Use of concealment to avoid tampering attacks. 

D. Use of device properties for unique identification. 

Correct Answer: A 

Over- the- air provisioning is a mechanism to deploy MIDlet suites over a network. It is a method of distributing MIDlet
suites. MIDlet suite providers install their MIDlet suites on Web servers and provide a hypertext link for downloading. A
user can use this link to download the MIDlet suite either through the Internet microbrowser or through WAP on his
device. Over-the-air provisioning is required for end-to-end encryption or other security purposes in order to deliver
copyrighted software to a mobile device. For example, use of shared secrets to initiate or rebuild trust. Answer: D and C
are incorrect. The use of device properties for unique identification and the use of concealment to avoid tampering
attacks are the security challenges in digital rights management (DRM). Answer: B is incorrect. The use of software and
hardware to meet the deployment goals is a distracter. 
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Which of the following phases of the DITSCAP CandA process is used to define the CandA level of effort, to identify the
main CandA roles and responsibilities, and to create an agreement on the method for implementing the security
requirements? 

A. Phase 1 

B. Phase 4 

C. Phase 2 

D. Phase 3 

Correct Answer: A 

The Phase 1 of the DITSCAP CandA process is known as Definition Phase. The goal of this phase is to define the
CandA level of effort, identify the main CandA roles and responsibilities, and create an agreement on the method for
implementing the security requirements. Answer: C is incorrect. The Phase 2 of the DITSCAP CandA process is known
as Verification. Answer: D is incorrect. The Phase 3 of the DITSCAP CandA process is known as Validation. Answer: B
is incorrect. The Phase 4 of the DITSCAP CandA process is known as Post Accreditation. 

 

QUESTION 4

You work as the Senior Project manager in Dotcoiss Inc. Your company has started a software project using
configuration management and has completed 70% of it. You need to ensure that the network infrastructure devices and
networking standards used in this project are installed in accordance with the requirements of its detailed project design
documentation. Which of the following procedures will you employ to accomplish the task? 

A. Configuration identification 

B. Configuration control 

C. Functional configuration audit 

D. Physical configuration audit 

Correct Answer: D 

Physical Configuration Audit (PCA) is one of the practices used in Software Configuration Management for Software
Configuration Auditing. The purpose of the software PCA is to ensure that the design and reference documentation is
consistent with the as-built software product. PCA checks and matches the really implemented layout with the
documented layout. Answer: C is incorrect. Functional Configuration Audit or FCA is one of the practices used in
Software Configuration Management for Software Configuration Auditing. FCA occurs either at delivery or at the
moment of effecting the change. A Functional Configuration Audit ensures that functional and performance attributes of
a configuration item are achieved. Answer: B is incorrect. Configuration control is a procedure of the Configuration
management. Configuration control is a set of processes and approval stages required to change a configuration
item\\'s attributes and to re-baseline them. It supports the change of the functional and physical attributes of software at
various points in time, and performs systematic control of changes to the identified attributes. Answer: A is incorrect.
Configuration identification is the process of identifying the attributes that define every aspect of a configuration item. A
configuration item is a product (hardware and/or software) that has an end-user purpose. These attributes are recorded
in configuration documentation and baselined. Baselining an attribute forces formal configuration change control
processes to be effected in the event that these attributes are changed. 
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Which of the following NIST Special Publication documents provides a guideline on questionnaires and checklists
through which systems can be evaluated for compliance against specific control objectives? 

A. NIST SP 800-37 

B. NIST SP 800-26 

C. NIST SP 800-53A 

D. NIST SP 800-59 

E. NIST SP 800-53 

F. NIST SP 800-60 

Correct Answer: B 

NIST SP 800-26 (Security Self-Assessment Guide for Information Technology Systems) provides a guideline on
questionnaires and checklists through which systems can be evaluated for compliance against specific control
objectives. 

Answer: A, E, C, D, and F are incorrect. NIST has developed a suite of documents for conducting Certification and
Accreditation (CandA). These documents are as follows: 

NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of Federal
Information Systems. NIST Special Publication 800-53: This document provides a guideline for security controls for
Federal 

Information Systems. NIST Special Publication 800-53A. This document consists of techniques and procedures for
verifying the effectiveness of security controls in Federal Information System. NIST Special Publication 800-59: 

This document is a guideline for identifying an information system as a National Security System. NIST Special
Publication 800-60: This document is a guide for mapping types of information and information systems to security
objectives and 

risk levels. 
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