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QUESTION 1

An organization must implement controls to protect the confidentiality of its most sensitive data. The company is
currently using a central storage system and group based access control for its sensitive information. Which of the
following controls can further secure the data in the central storage system? 

A. Data encryption 

B. Patching the system 

C. Digital signatures 

D. File hashing 

Correct Answer: A 

 

QUESTION 2

Which of the following presents the STRONGEST access control? 

A. MAC 

B. TACACS 

C. DAC 

D. RBAC 

Correct Answer: A 

A: With Mandatory Access Control (MAC) all access is predefined. This makes it the strongest access control of the
options presented in the question. Incorrect Answers: 

B: TACACS refers to a client-server-oriented environment similar to that of RADIUS and is in essence an authentication
service. It is an older authentication protocol common to UNIX networks that allows a remote access server to forward a
user\\'s logon password to an authentication server to determine whether access can be allowed to a given system. 

C: With Discretionary Access Control (DAC) access control incorporates some flexibility. 

D: With Role-Based Access Control (RBAC) access control allows the user\\'s role to dictate access capabilities. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
146, 150 

 

QUESTION 3

Which of the following is the primary security concern when deploying a mobile device on a network? 

A. Strong authentication 
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B. Interoperability 

C. Data security 

D. Cloud storage technique 

Correct Answer: C 

Mobile devices, such as laptops, tablet computers, and smartphones, provide security challenges above those of
desktop workstations, servers, and such in that they leave the office and this increases the odds of their theft which
makes data security a real concern. At a bare minimum, the following security measures should be in place on mobile
devices: Screen lock, Strong password, Device encryption, Remote Wipe or Sanitation, voice encryption, GPS tracking,
Application control, storage segmentation, asses tracking and device access control. 

Incorrect Answers: 

A: Strong authentication is a risk avoidance technique and as such is not a security concern with mobile devices. 

B: Mobile devices are designed to be interoperable with networks, etc. 

D: Cloud storage is not a primary security concern regarding mobile devices. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 419
http://searchmobilecomputing.techtarget.com/guides/Mobile-device-protection-and-security- threat-measures 

 

QUESTION 4

Pete, an IT Administrator, needs to secure his server room. Which of the following mitigation methods would provide the
MOST physical protection? 

A. Sign in and sign out logs 

B. Mantrap 

C. Video surveillance 

D. HVAC 

Correct Answer: B 

Mantraps are designed to contain an unauthorized, potentially hostile person/individual physically until authorities arrive.
Mantraps are typically manufactured with bulletproof glass, high-strength doors, and locks and to allow the minimal
amount of individuals depending on its size. Some mantraps even include scales that will weigh the person. The doors
are designed in such a way as to open only when the mantrap is occupied or empty and not in-between. This means
that 

the backdoor must first close before the front door will open. Mantraps are in most cases also combined with guards.
This is the most physical protection any one measure will provide. 

Incorrect Answers: 

A: Sign in and sign out logs is not the most physical of access control measures to be employed. 
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C: Video surveillance includes the use of a camera and implies the recording of events to gather as evidence - not a
physical method. 

D: HVAC is used to control the physical environment factors such as heating, ventilation and air conditioning. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 371 

 

QUESTION 5

Which of the following would BEST deter an attacker trying to brute force 4-digit PIN numbers to access an account at a
bank teller machine? 

A. Account expiration settings 

B. Complexity of PIN 

C. Account lockout settings 

D. PIN history requirements 

Correct Answer: C 

Account lockout settings determine the number of failed login attempts before the account gets locked and how long the
account will be locked out for. For example, an account can be configured to lock if three incorrect passwords (or in this
case PIN\\'s) are entered. The account can then be configured to automatically unlock after a period of time or stay
locked until someone manually unlocks it. 

Incorrect Answers: 

A: Account expiration settings determine when an account will expire. This is usually a time or date. An account
configured with an expiration date will not prevent an attacker trying to brute force a PIN as the attacker could make as
many 

attempts as he wants until the time or date of the account expiration. Therefore, this answer is incorrect. 

B: Complexity of PIN: Password complexity determines what a password should include. For example, you could
require a password to contain uppercase and lowercase letters and numbers. The question states that access is gained
by 

using a 4-digit PIN number. The "complexity" of the PIN is 4 numbers. There\\'s not much you can do to make a 4 digit
PIN more complex other than require that no numbers are repeated. You could only change the length of the PIN to
make it 

more difficult to guess. PIN complexity will not prevent an attacker trying to brute force a PIN. 

Therefore, this answer is incorrect. 

D: PIN history requirements are used when people change their PINs. PIN history requirements could state that you
cannot use any of your five previously used PINs. PIN history will not prevent an attacker trying to brute force a PIN. 

Therefore, this answer is incorrect. 

References: 
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https://technet.microsoft.com/en-us/library/cc757692%28v=ws.10%29.aspx 
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