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QUESTION 1

A company requires that a user\\'s credentials include providing something they know and something they are in order
to gain access to the network. Which of the following types of authentication is being described? 

A. Biometrics 

B. Kerberos 

C. Token 

D. Two-factor 

Correct Answer: D 

Two-factor authentication is when two different authentication factors are provided for authentication purposes. In this
case, "something they know and something they are". Incorrect Answers: 

A: Biometrics refers to a collection of physical attributes of the human body that can be used for authentication. It is an
authentication factor type. Something they are. 

B: Kerberos is used for the security and protection of authentication credentials. 

C: Tokens is an authentication factor type. Something they have. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 272, 280, 281, 282. 

 

QUESTION 2

Which of the following is an indication of an ongoing current problem? 

A. Alert 

B. Trend 

C. Alarm 

D. Trap 

Correct Answer: C 

An alarm indicates that something is wrong and needs to be resolved as soon as possible. Alarms usually continue to
sound until the problem is resolved or the alarm is manually silenced. Incorrect Answers: 

A: An alert does indicate that something is wrong. However this question asks about an ONGOING problem. An alert
will usually just trigger at the beginning of a problem whereas an alarm will sound for the duration of the problem.
Therefore, 

this answer is incorrect. 

B: A trend signifies the ongoing status of something. That status may change during an ongoing problem so the trend
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will indicate that the current status is different than normal. However, an alarm is specifically design to indicate that there
is 

currently a problem and is a better answer. 

Therefore, this answer is incorrect. 

C: A trap is something that is triggered by an event. The `problem\\' may cause the trap to trigger. However this question
asks about an ONGOING problem. A trap will usually just trigger at the beginning of a problem whereas an alarm will 

sound for the duration of the problem. Therefore, this answer is incorrect. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 69,
470 

 

QUESTION 3

Joe, a security administrator, is concerned with users tailgating into the restricted areas. Given a limited budget, which
of the following would BEST assist Joe with detecting this activity? 

A. Place a full-time guard at the entrance to confirm user identity. 

B. Install a camera and DVR at the entrance to monitor access. 

C. Revoke all proximity badge access to make users justify access. 

D. Install a motion detector near the entrance. 

Correct Answer: B 

Tailgating is a favorite method of gaining entry to electronically locked systems by following someone through the door
they just unlocked. With a limited budget installing a camera and DVR at the entrance to monitor access to the restricted
areas is the most feasible solution. The benefit of a camera (also known as closed- circuit television, or CCTV) is that it
is always running and can record everything it sees, creating evidence that can be admissible in court if necessary. 

Incorrect Answers: A: A full-time guard at the entrance of the restricted areas will also work, but would be more costly
and guards can also be impersonated. Guards are also more costly in the sense that, guards in combination with
security cameras will be more effective which means that you still need both. 

C: Revoking proximity badges will just give free access to all if no other measures are in place. 

D: A motion detector will inevitable be triggered even when legitimate users enter the restricted area. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
357, 367, 372 

 

QUESTION 4

Ann is an employee in the accounting department and would like to work on files from her home computer. She recently
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heard about a new personal cloud storage service with an easy web interface. Before uploading her work related files
into the cloud for access, which of the following is the MOST important security concern Ann should be aware of? 

A. Size of the files 

B. Availability of the files 

C. Accessibility of the files from her mobile device 

D. Sensitivity of the files 

Correct Answer: D 

 

QUESTION 5

A security technician is attempting to access a wireless network protected with WEP. The technician does not know any
information about the network. Which of the following should the technician do to gather information about the
configuration of the wireless network? 

A. Spoof the MAC address of an observed wireless network client 

B. Ping the access point to discover the SSID of the network 

C. Perform a dictionary attack on the access point to enumerate the WEP key 

D. Capture client to access point disassociation packets to replay on the local PC\\'s loopback 

Correct Answer: A 

With ARP spoofing (also known as ARP poisoning), the MAC (Media Access Control) address of the data is faked. By
faking this value, it is possible to make it look as if the data came from a network that it did not. This can be used to gain
access to the network, to fool the router into sending data here that was intended for another host, or to launch a DoS
attack. In all cases, the address being faked is an address of a legitimate user, and that makes it possible to get around
such measures as allow/deny lists. Note: As an example, the initialization vector (IV) that WEP uses for encryption is
24-bit, which is quite weak and means that IVs are reused with the same key. By examining the repeating result, it was
easy for attackers to crack the WEP secret key. This is known as an IV attack. 

Incorrect Answers: 

B: An SSID would not provide much information about the network. 

C: A dictionary attack uses a dictionary of common words to attempt to find the user\\'s password. It is not of particular
use to gain access to WEP networks. 

D: In order to do a forged dissociation attack the attacker sends a spoofed Disassociation frame where the source MAC
address is set to that of the AP. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
171, 258, 321-322 
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