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QUESTION 1

A compromised workstation utilized in a Distributed Denial of Service (DDOS) attack has been removed from the
network and an image of the hard drive has been created. However, the system administrator stated that the system
was left unattended for several hours before the image was created. In the event of a court case, which of the following
is likely to be an issue with this incident? 

A. Eye Witness 

B. Data Analysis of the hard drive 

C. Chain of custody 

D. Expert Witness 

Correct Answer: C 

Chain of custody deals with how evidence is secured, where it is stored, and who has access to it. When you begin to
collect evidence, you must keep track of that evidence at all times and show who has it, who has seen it, and where it
has been. The evidence must always be within your custody, or you\\'re open to dispute about possible evidence
tampering. 

Incorrect Answers: 

A: An eye witness is clearly not the issue here since it is mentioned that the system was left unattended for several
hours. 

B: Data analysis of the hard drive is not the issue since in the court case the biggest problem would be that the system
in question was left unattended for several hours before the network image was taken. 

D: An expert witness is not a problem in the event of a court case since the chain of custody was broken as mentioned
by the system administrator. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
448, 454 http://en.wikipedia.org/wiki/Chain_of_custody 

 

QUESTION 2

Ann, the Chief Information Officer (CIO) of a company, sees cloud computing as a way to save money while providing
valuable services. She is looking for a cost- effective solution to assist in capacity planning as well as visibility into the
performance of the network. Which of the following cloud technologies should she look into? 

A. IaaS 

B. MaaS 

C. SaaS 

D. PaaS 

Correct Answer: B 
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QUESTION 3

Joe, a user, wants to protect sensitive information stored on his hard drive. He uses a program that encrypted the whole
hard drive. Once the hard drive is fully encrypted, he uses the same program to create a hidden volume within the 

encrypted hard drive and stores the sensitive information within the hidden volume. 

This is an example of which of the following? (Select TWO). 

A. Multi-pass encryption 

B. Transport encryption 

C. Plausible deniability 

D. Steganography 

E. Transitive encryption 

F. Trust models 

Correct Answer: CD 

 

QUESTION 4

A company uses PGP to ensure that sensitive email is protected. Which of the following types of cryptography is being
used here for the key exchange? 

A. Symmetric 

B. Session-based 

C. Hashing 

D. Asymmetric 

Correct Answer: A 

PGP combines symmetric-key encryption and public-key encryption. The message is encrypted using a symmetric
encryption algorithm, which requires a symmetric key. Each symmetric key is used only once and is also called a
session key. 

Incorrect Answers: 

B: They key is a session key, but it is calculated using symmetric encryption. 

C: PGP using hashing to create a digital signature from the plaintext, not for the key exchange. 

D: PGP uses symmetric-key encryption, not asymmetric. 

References: http://en.wikipedia.org/wiki/Pretty_Good_Privacy Dulaney, Emmett and Chuck Eastton, CompTIA Security+
Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 272-273 
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QUESTION 5

Company A sends a PGP encrypted file to company B. If company A used company B\\'s public key to encrypt the file,
which of the following should be used to decrypt data at company B? 

A. Registration 

B. Public key 

C. CRLs D. Private key 

Correct Answer: D 

In a PKI the sender encrypts the data using the receiver\\'s public key. The receiver decrypts the data using his own
private key. PKI is a two-key, asymmetric system with four main components: certificate authority (CA), registration
authority 

(RA), RSA (the encryption algorithm), and digital certificates. Messages are encrypted with a public key and decrypted
with a private key. 

A PKI example: 

1.

 You want to send an encrypted message to Jordan, so you request his public key. 

2.

 Jordan responds by sending you that key. 

3.

 You use the public key he sends you to encrypt the message. 

4.

 You send the message to him. 

5.

 Jordan uses his private key to decrypt the message. 

Incorrect Answers: 

A: Registration is not used to decrypt files. Key registration is the process of providing certificates to users 

B: If the public key is used to encrypt the file, then we cannot use this public key to decrypt the file. We need the private
key. The private and the public key are mathematically linked and make a key pair. You cannot use two public keys to 

encrypt and decrypt the data. 

C: CRLs are not used to decrypt files. A CRL is a database of revoked keys and certificates. 
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References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
279-285, 280-281, 285 
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