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QUESTION 1

Which of the following biometric characteristics cannot be used to uniquely authenticate an individual\\'s identity? 

A. Retina scans 

B. Iris scans 

C. Palm scans 

D. Skin scans 

Correct Answer: D 

The following are typical biometric characteristics that are used to uniquely authenticate an individual\\'s identity:
Fingerprints Retina scans 

Iris scans 

Facial scans 

Palm scans 

Hand geometry 

Voice 

Handwritten signature dynamics 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 39. 

And: HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2002, chapter 4: Access Control
(pages 127-131). 

 

QUESTION 2

According to private sector data classification levels, how would salary levels and medical information be classified? 

A. Public. 

B. Internal Use Only. 

C. Restricted. 

D. Confidential. 

Correct Answer: D 

Typically there are three to four levels of information classification used by most organizations: 

Confidential: Information that, if released or disclosed outside of the organization, would create severe problems for the
organization. For example, information that provides a competitive advantage is important to the technical or financial
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success (like trade secrets, intellectual property, or research designs), or protects the privacy of individuals would be
considered confidential. Information may include payroll information, health records, credit information, formulas,
technical designs, restricted regulatory information, senior management internal correspondence, or business strategies
or plans. These may also be called top secret, privileged, personal, sensitive, or highly confidential. In other words this
information is ok within a defined group in the company such as marketing or sales, but is not suited for release to
anyone else in the company without permission. 

The following answers are incorrect: 

Public: Information that may be disclosed to the general public without concern for harming the company, employees, or
business partners. No special protections are required, and information in this category is sometimes referred to as
unclassified. For example, information that is posted to a company\\'s public Internet site, publicly released
announcements, marketing materials, cafeteria menus, and any internal documents that would not present harm to the
company if they were disclosed would be classified as public. While there is little concern for confidentiality, integrity and
availability should be considered. 

Internal Use Only: Information that could be disclosed within the company, but could harm the company if disclosed
externally. Information such as customer lists, vendor pricing, organizational policies, standards and procedures, and
internal organization announcements would need baseline security protections, but do not rise to the level of protection
as confidential information. In other words, the information may be used freely within the company but any unapproved
use outside the company can pose a chance of harm. 

Restricted: Information that requires the utmost protection or, if discovered by unauthorized personnel, would cause
irreparable harm to the organization would have the highest level of classification. There may be very few pieces of
information like this within an organization, but data classified at this level requires all the access control and protection
mechanisms available to the organization. Even when information classified at this level exists, there will be few copies
of it 

Reference(s) Used for this question: 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 Press) (Kindle
Locations 952-976). Auerbach Publications. Kindle Edition. 

 

QUESTION 3

Brute force attacks against encryption keys have increased in potency because of increased computing power. Which of
the following is often considered a good protection against the brute force cryptography attack? 

A. The use of good key generators. 

B. The use of session keys. 

C. Nothing can defend you against a brute force crypto key attack. 

D. Algorithms that are immune to brute force key attacks. 

Correct Answer: B 

If we assume a crytpo-system with a large key (and therefore a large key space) a brute force attack will 

likely take a good deal of time - anywhere from several hours to several years depending on a number of 

variables. If you use a session key for each message you encrypt, then the brute force attack provides the 

attacker with only the key for that one message. So, if you are encrypting 10 messages a day, each with a 
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different session key, but it takes me a month to break each session key then I am fighting a loosing battle. 

The other answers are not correct because: 

"The use of good key generators" is not correct because a brute force key attack will eventually run 

through all possible combinations of key. Therefore, any key will eventually be broken in this manner given 

enough time. 

"Nothing can defend you against a brute force crypto key attack" is incorrect, and not the best answer 

listed. While it is technically true that any key will eventually be broken by a brute force attack, the question 

remains "how long will it take?". In other words, if you encrypt something today but I can\\'t read it for 10,000 

years, will you still care? If the key is changed every session does it matter if it can be broken after the 

session has ended? Of the answers listed here, session keys are "often considered a good protection 

against the brute force cryptography attack" as the question asks. 

"Algorithms that are immune to brute force key attacks" is incorrect because there currently are no such 

algorithms. 

References: 

Official ISC2 Guide page: 259 

All in One Third Edition page: 623 

 

QUESTION 4

Which OSI/ISO layers are TCP and UDP implemented at? 

A. Application layer 

B. Presentation layer 

C. Session layer 

D. Transport layer 

Correct Answer: D 

TCP and UDP are implemented at the transport layer (layer 4). 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 82). 

 

QUESTION 5
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The property of a system or a system resource being accessible and usable upon demand by an authorized system
entity, according to performance specifications for the system is referred to as? 

A. Confidentiality 

B. Availability 

C. Integrity 

D. Reliability 

Correct Answer: B 

An company security program must: 

1) assure that systems and applications operate effectively and provide appropriate confidentiality, 

integrity, and availability; 

2) protect informationcommensurate with the level of risk and magnitude ofharmresulting fromloss, misuse, 

unauthorized access, or modification. 

The property of a system or a system resource being accessible and usable upon demand by an 

authorized system entity, according to performance specifications for the system; i.e., a system is available 

if it provides services according to the system design whenever users request them. 

The following are incorrect answers: 

Confidentiality - The information requires protection from unauthorized disclosure and only the INTENDED 

recipient should have access to the meaning of the data either in storage or in transit. 

Integrity - The information must be protected from unauthorized, unanticipated, or unintentional 

modification. This includes, but is not limited to: 

Authenticity A third party must be able to verify that the content of a message has not been changed in 

transit. 

Non-repudiation The origin or the receipt of a specific message must be verifiable by a third party. 

Accountability - A security goal that generates the requirement for actions of an entity to be traced uniquely 

to that entity. 

Reference used for this question: 

RFC 2828 

and 

SWANSON, Marianne, NIST Special Publication 800-26, Security Self-Assessment Guide for Information Technology
Systems, November 2001 (page 5). 
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