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QUESTION 1

What is called a sequence of characters that is usually longer than the allotted number for a password? 

A. passphrase 

B. cognitive phrase 

C. anticipated phrase 

D. Real phrase 

Correct Answer: A 

A passphrase is a sequence of characters that is usually longer than the allotted number for a password. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, page 37. 

 

QUESTION 2

When we encrypt or decrypt data there is a basic operation involving ones and zeros where they are compared in a
process that looks something like this: 0101 0001 Plain text 

0111 0011 Key stream 0010 0010 Output What is this cryptographic operation called? 

A. Exclusive-OR 

B. Bit Swapping 

C. Logical-NOR 

D. Decryption 

Correct Answer: A 

When we encrypt data we are basically taking the plaintext information and applying some key material or 

keystream and conducting something called an XOR or Exclusive-OR operation. 

The symbol used for XOR is the following: This is a type of cipher known as a stream cipher. 

The operation looks like this: 

0101 0001 Plain text 

0111 0011 Key stream 

0010 0010 Output (ciphertext) 

As you can see, it\\'s not simple addition and the XOR Operation uses something called a truth table that 

explains why 0+1=1 and 1+1=0. 
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The rules are simples, if both bits are the same the result is zero, if both bits are not the same the result is 

one. 

The following answers are incorrect: 

-Bit Swapping: Incorrect. This isn\\'t a known cryptographic operations. 

-Logical NOR: Sorry, this isn\\'t correct but is where only 0+0=1. All other combinations of 1+1, 1+0 equals 

0. More on NOR here. 

-Decryption: Sorry, this is the opposite of the process of encryption or, the process of applying the keystream to the
plaintext to get the resulting encrypted text. 

The following reference(s) was used to create this question: For more details on XOR and all other 

 

QUESTION 3

A channel within a computer system or network that is designed for the authorized transfer of information is identified as
a(n)? 

A. Covert channel 

B. Overt channel 

C. Opened channel 

D. Closed channel 

Correct Answer: B 

An overt channel is a path within a computer system or network that is designed for the authorized transfer of data. The
opposite would be a covert channel which is an unauthorized path. 

A covert channel is a way for an entity to receive information in an unauthorized manner. It is an information flow that is
not controlled by a security mechanism. This type of information path was not developed for communication; thus, the
system does not properly protect this path, because the developers never envisioned information being passed in this
way. Receiving information in this manner clearly violates the system\\'s security policy. 

All of the other choices are bogus detractors. 

Reference(s) used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 219. 

and 

Shon Harris, CISSP All In One (AIO), 6th Edition , page 380 and 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition (p. 378). McGraw-Hill. Kindle Edition. 
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QUESTION 4

Which of the following is not appropriate in addressing object reuse? 

A. Degaussing magnetic tapes when they\\'re no longer needed. 

B. Deleting files on disk before reusing the space. 

C. Clearing memory blocks before they are allocated to a program or data. 

D. Clearing buffered pages, documents, or screens from the local memory of a terminal or printer. 

Correct Answer: B 

Object reuse requirements, applying to systems rated TCSEC C2 and above, are used to protect files, memory, and
other objects in a trusted system from being accidentally accessed by users who are not authorized to access them.
Deleting files on disk merely erases file headers in a directory structure. It does not clear data from the disk surface,
thus making files still recoverable. All other options involve clearing used space, preventing any unauthorized access. 

Source: RUSSEL, Deborah and GANGEMI, G.T. Sr., Computer Security Basics, O\\'Reilly, July 1992 (page 119). 

 

QUESTION 5

Within the realm of IT security, which of the following combinations best defines risk? 

A. Threat coupled with a breach 

B. Threat coupled with a vulnerability 

C. Vulnerability coupled with an attack 

D. Threat coupled with a breach of security 

Correct Answer: B 

The Answer: Threat coupled with a vulnerability. Threats are circumstances or actions with the ability to harm a system.
They can destroy or modify data or result an a DoS. Threats by themselves are not acted upon unless there is a
vulnerability that can be taken advantage of. Risk enters the equation when a vulnerability (Flaw or weakness) exists in
policies, procedures, personnel management, hardware, software or facilities and can be exploited by a threat agent.
Vulnerabilities do not cause harm, but they leave the system open to harm. The combination of a threat with a
vulnerability increases the risk to the system of an intrusion. 

The following answers are incorrect: 

Threat coupled with a breach. A threat is the potential that a particular threat-source will take advantage of a
vulnerability. Breaches get around security. It does not matter if a breach is discovered or not, it has still occured and is
not a risk of something occuring. A breach would quite often be termed as an incident or intrusion. 

Vulnerability coupled with an attack. Vulnerabilities are weaknesses (flaws) in policies, procedures, personnel
management, hardware, software or factilities that may result in a harmful intrusion to an IT system. An attack takes
advantage of the flaw or vulnerability. Attacks are explicit attempts to violate security, and are more than risk as they are
active. 

Threat coupled with a breach of security. This is a detractor. Although a threat agent may take advantage of (Breach)
vulnerabilities or flaws in systems security. A threat coupled with a breach of security is more than a risk as this is
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active. 

The following reference(s) may be used to research the 
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