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QUESTION 1

Which of the following types of Intrusion Detection Systems uses behavioral characteristics of a system\\'s operation or
network traffic to draw conclusions on whether the traffic represents a risk to the network or host? 

A. Network-based ID systems. 

B. Anomaly Detection. 

C. Host-based ID systems. 

D. Signature Analysis. 

Correct Answer: B 

There are two basic IDS analysis methods: pattern matching (also called signature analysis) and anomaly detection. 

Anomaly detection uses behavioral characteristics of a system\\'s operation or network traffic to draw conclusions on
whether the traffic represents a risk to the network or host. Anomalies may include but are not limited to: 

Multiple failed log-on attempts 

Users logging in at strange hours 

Unexplained changes to system clocks 

Unusual error messages 

The following are incorrect answers: 

Network-based ID Systems (NIDS) are usually incorporated into the network in a passive architecture, taking advantage
of promiscuous mode access to the network. This means that it has visibility into every packet traversing the network
segment. This allows the system to inspect packets and monitor sessions without impacting the network or the systems
and applications utilizing the network. Host-based ID Systems (HIDS) is the implementation of IDS capabilities at the
host level. Its most significant difference from NIDS is that related processes are limited to the boundaries of a single-
host system. However, this presents advantages in effectively detecting objectionable activities because the IDS
process is running directly on the host system, not just observing it from the network. This offers 

unfettered access to system logs, processes, system information, and device information, and virtually 

eliminates limits associated with encryption. The level of integration represented by HIDS increases the 

level of visibility and control at the disposal of the HIDS application. 

Signature Analysis Some of the first IDS products used signature analysis as their detection method and 

simply looked for known characteristics of an attack (such as specific packet sequences or text in the data 

stream) to produce an alert if that pattern was detected. For example, an attacker manipulating an FTP 

server may use a tool that sends a specially constructed packet. If that particular packet pattern is known, 

it can be represented in the form of a signature that IDS can then compare to incoming packets. Pattern-

based IDS will have a database of hundreds, if not thousands, of signatures that are compared to traffic 
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streams. As new attack signatures are produced, the system is updated, much like antivirus solutions. 

There are drawbacks to pattern-based IDS. Most importantly, signatures can only exist for known attacks. 

If a new or different attack vector is used, it will not match a known signature and, thus, slip past the IDS. 

Additionally, if an attacker knows that the IDS is present, he or she can alter his or her methods to avoid 

detection. Changing packets and data streams, even slightly, from known signatures can cause an IDS to 

miss the attack. As with some antivirus systems, the IDS is only as good as the latest signature database 

on the system. 

For additional information on Intrusion Detection Systems - http://en.wikipedia.org/wiki/ 

Intrusion_detection_system 

Reference(s) used for this question: 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 

Press) (Kindle Locations 3623-3625, 3649-3654, 3666-3686). Auerbach Publications. 

Kindle Edition. 

 

QUESTION 2

What is the maximum length of cable that can be used for a twisted-pair, Category 5 10Base-T cable? 

A. 80 meters 

B. 100 meters 

C. 185 meters 

D. 500 meters 

Correct Answer: B 

As a signal travels though a medium, it attenuates (loses strength) and at some point will become indistinguishable from
noise. To assure trouble-free communication, maximum cable lengths are set between nodes to assure that attenuation
will not cause a problem. The maximum CAT-5 UTP cable length between two nodes for 10BASE-T is 100M. 

The following answers are incorrect: 

80 meters. It is only a distracter. 

185 meters. Is incorrect because it is the maximum length for 10Base-2 

500 meters. Is incorrect because it is the maximum length for 10Base-5 

 

QUESTION 3
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A prolonged high voltage is a: 

A. spike 

B. blackout 

C. surge 

D. fault 

Correct Answer: C 

A prolonged high voltage is a surge. 

From: HARRIS, Shon, All-In-One CISSP Certification uide, 3rd. Edition McGraw- Hill/Osborne, 2005, page 368. 

 

QUESTION 4

What is the name for a substitution cipher that shifts the alphabet by 13 places? 

A. Caesar cipher 

B. Polyalphabetic cipher 

C. ROT13 cipher 

D. Transposition cipher 

Correct Answer: C 

An extremely simple example of conventional cryptography is a substitution cipher. 

A substitution cipher substitutes one piece of information for another. This is most frequently done by offsetting letters of
the alphabet. Two examples are Captain Midnight\\'s Secret Decoder Ring, which you may have owned when you were
a kid, and Julius Caesar\\'s cipher. In both cases, the algorithm is to offset the alphabet and the key is the number of
characters to offset it. So the offset could be one, two, or any number you wish. ROT-13 is an example where it is
shifted 13 spaces. The Ceaser Cipher is another example where it is shifted 3 letters to the left. 

ROT13 ("rotate by 13 places", sometimes hyphenated ROT-13) is a simple letter substitution cipher that replaces a
letter with the letter 13 letters after it in the alphabet. ROT13 is an example of the Caesar cipher, developed in ancient
Rome. 

In the basic Latin alphabet, ROT13 is its own inverse; that is, to undo ROT13, the same algorithm is applied, so the
same action can be used for encoding and decoding. The algorithm provides virtually no cryptographic security, and is
often cited as a canonical example of weak encryption. 

ROT13 is used in online forums as a means of hiding spoilers, puzzle solutions, and offensive materials from the casual
glance. ROT13 has been described as the "Usenet equivalent of a magazine printing the answer to a quiz upside
down". ROT13 has inspired a variety of letter and word games on-line, and is frequently mentioned in newsgroup
conversations. See diagram Below: 
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Rot 13 Cipher 

The following are incorrect: 

The Caesar cipher is a simple substitution cipher that involves shifting the alphabet three positions to the right. In
cryptography, a Caesar cipher, also known as Caesar\\'s cipher, the shift cipher, Caesar\\'s code or Caesar shift, is one
of the simplest and most widely known encryption techniques. It is a type of substitution cipher in which each letter in
the plaintext is replaced by a letter some fixed number of positions down the alphabet. For example, with a left shift of 3,
D would be replaced by A, E would become B, and so on. The method is named after Julius Caesar, who used it in his
private correspondence. 

Caesar Cipher 

Polyalphabetic cipher refers to using multiple alphabets at a time. A polyalphabetic cipher is any cipher based on
substitution, using multiple substitution alphabets. The Vigenère cipher is probably the best-known example of a
polyalphabetic cipher, though it is a simplified special case. 
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Viginere Cipher 

Transposition cipher is a different type of cipher. In cryptography, a transposition cipher is a method of encryption by
which the positions held by units of plaintext (which are commonly characters or groups of characters) are shifted
according to a regular system, so that the ciphertext constitutes a permutation of the plaintext. That is, the order of the
units is changed. See the reference below for multiple examples of Transpositio Ciphers. 

An exemple of Transposition cipher could be columnar transposition, the message is written out in rows of a fixed
length, and then read out again column by column, and the columns are chosen in some scrambled order. Both the
width of the rows and the permutation of the columns are usually defined by a keyword. For example, the word ZEBRAS
is of length 6 (so the rows are of length 6), and the permutation is defined by the alphabetical order of the letters in the
keyword. In this case, the order would be "6 3 2 4 1 5". 

In a regular columnar transposition cipher, any spare spaces are filled with nulls; in an irregular columnar transposition
cipher, the spaces are left blank. Finally, the message is read off in columns, in the order specified by the keyword. For
example, suppose we use the keyword ZEBRAS and the message WE ARE DISCOVERED. FLEE AT ONCE. In a
regular columnar transposition, we write this into the grid as Follows: 

Transposition Cipher 

Providing five nulls (QKJEU) at the end. The ciphertext is then read off as: 
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EVLNE ACDTK ESEAQ ROFOJ DEECU WIREE 

Reference(s) used for this question: 

http://en.wikipedia.org/wiki/ROT13 

http://en.wikipedia.org/wiki/Caesar_cipher http://en.wikipedia.org/wiki/Polyalphabetic_cipher
http://en.wikipedia.org/wiki/Transposition_cipher 

 

QUESTION 5

Which one of the following statements about the advantages and disadvantages of network-based Intrusion detection
systems is true 

A. Network-based IDSs are not vulnerable to attacks. 

B. Network-based IDSs are well suited for modern switch-based networks. 

C. Most network-based IDSs can automatically indicate whether or not an attack was successful. 

D. The deployment of network-based IDSs has little impact upon an existing network. 

Correct Answer: D 

Network-based IDSs are usually passive devices that listen on a network wire without interfering with the normal
operation of a network. Thus, it is usually easy to retrofit a network to include network-based IDSs with minimal effort. 

Network-based IDSs are not vulnerable to attacks is not true, even thou network-based IDSs can be made very secure
against attack and even made invisible to many attackers they still have to read the packets and sometimes a well
crafted packet might exploit or kill your capture engine. 

Network-based IDSs are well suited for modern switch-based networks is not true as most switches do not provide
universal monitoring ports and this limits the monitoring range of a network-based IDS sensor to a single host. Even
when switches provide such monitoring ports, often the single port cannot mirror all traffic traversing the switch. 

Most network-based IDSs can automatically indicate whether or not an attack was successful is not true as most
network-based IDSs cannot tell whether or not an attack was successful; they can only discern that an attack was
initiated. This means that after a network-based IDS detects an attack, administrators must manually investigate each
attacked host to determine whether it was indeed penetrated. 

Reference: 

NIST special publication 800-31 Intrusion Detection System pages 15-16 

Official guide to the CISSP CBK. Pages 196 to 197 
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