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QUESTION 1

Which of the following is true about link encryption? 

A. Each entity has a common key with the destination node. 

B. Encrypted messages are only decrypted by the final node. 

C. This mode does not provide protection if anyone of the nodes along the transmission path is compromised. 

D. Only secure nodes are used in this type of transmission. 

Correct Answer: C 

In link encryption, each entity has keys in common with its two neighboring nodes in the transmission chain. 

Thus, a node receives the encrypted message from its predecessor, decrypts it, and then re- encrypts it with a new key,
common to the successor node. Obviously, this mode does not provide protection if anyone of the nodes along the
transmission path is compromised. 

Encryption can be performed at different communication levels, each with different types of protection and implications.
Two general modes of encryption implementation are link encryption and end-to-end encryption. 

Link encryption encrypts all the data along a specific communication path, as in a satellite link, T3 line, or telephone
circuit. Not only is the user information encrypted, but the header, trailers, addresses, and routing data that are part of
the packets are also encrypted. The only traffic not encrypted in this technology is the data link control messaging
information, which includes instructions and parameters that the different link devices use to synchronize
communication methods. Link encryption provides protection against packet sniffers and eavesdroppers. 

In end-to-end encryption, the headers, addresses, routing, and trailer information are not encrypted, enabling attackers
to learn more about a captured packet and where it is headed. 

Reference(s) used for this question: 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition (pp. 845-846). McGraw- Hill. 

And: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
John Wiley and Sons, 2001, Chapter 4: Cryptography (page 132). 

 

QUESTION 2

Notifying the appropriate parties to take action in order to determine the extent of the severity of an incident and to
remediate the incident\\'s effects is part of: 

A. Incident Evaluation 

B. Incident Recognition 

C. Incident Protection 

D. Incident Response 
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Correct Answer: D 

These are core functions of the incident response process. 

"Incident Evaluation" is incorrect. Evaluation of the extent and cause of the incident is a component of the incident
response process. "Incident Recognition" is incorrect. Recognition that an incident has occurred is the precursor to the 

initiation of the incident response process. 

"Incident Protection" is incorrect. This is an almost-right-sounding nonsense answer to distract the unwary. 

References 

CBK, pp. 698 - 703 

 

QUESTION 3

Which of the following enables the person responsible for contingency planning to focus risk management efforts and
resources in a prioritized manner only on the identified risks? 

A. Risk assessment 

B. Residual risks 

C. Security controls 

D. Business units 

Correct Answer: A 

The risk assessment is critical because it enables the person responsible for contingency planning to focus risk
management efforts and resources in a prioritized manner only on the identified risks. The risk management process
includes the risk assessment and determination of suitable technical, management, and operational security controls
based on the level of threat the risk imposes. Business units should be included in this process. 

Source: SWANSON, Marianne, and al., National Institute of Standards and Technology (NIST), NIST Special
Publication 800-34, Contingency Planning Guide for Information Technology Systems, December 2001 (page 7). 

 

QUESTION 4

Telnet and rlogin use which protocol? 

A. UDP. 

B. SNMP. 

C. TCP. 

D. IGP. 

Correct Answer: C 

TCP allows for reliabilty in connections which would be required for terminal emulation. 
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The following answers are incorrect: 

UDP. Is incorrect because with User Datagram Protocol (UDP) you don\\'t have a reliable transmission, 

datagrams could arrive out of sequence. 

SNMP. Is incorrect because it is a network management protocol, Simple Network Management Protocol 

(SNMP). 

IGP. Is incorrect because Interior Gateway Protocol (IGP) is used interally on a network. 

 

QUESTION 5

What is the length of an MD5 message digest? 

A. 128 bits 

B. 160 bits 

C. 256 bits 

D. varies depending upon the message size. 

Correct Answer: A 

A hash algorithm (alternatively, hash "function") takes binary data, called the message, and produces a condensed
representation, called the message digest. A cryptographic hash algorithm is a hash algorithm that is designed to
achieve certain security properties. The Federal Information Processing Standard 1803, Secure Hash Standard,
specifies five cryptographic hash algorithms - SHA-1, SHA-224, SHA-256, SHA384, and SHA-512 for federal use in the
US; the standard was also widely adopted by the information technology industry and commercial companies. The MD5
Message-Digest Algorithm is a widely used cryptographic hash function that produces a 128-bit (16-byte) hash value.
Specified in RFC 1321, MD5 has been employed in a wide variety of security applications, and is also commonly used
to check data integrity. MD5 was designed by Ron Rivest in 1991 to replace an earlier hash function, MD4. An MD5
hash is typically expressed as a 32-digit hexadecimal number. 

However, it has since been shown that MD5 is not collision resistant; as such, MD5 is not suitable for applications like
SSL certificates or digital signatures that rely on this property. In 1996, a flaw was found with the design of MD5, and
while it was not a clearly fatal weakness, cryptographers began recommending the use of other algorithms, such as
SHA-1 - which has since been found also to be vulnerable. In 2004, more serious flaws were discovered in MD5,
making further use of the algorithm for security purposes questionable - specifically, a group of researchers described
how to create a pair of files that share the same MD5 checksum. Further advances were made in breaking MD5 in
2005, 2006, and 2007. In December 2008, a group of researchers used this technique to fake SSL certificate validity,
and US-CERT now says that MD5 "should be considered cryptographically broken and unsuitable for further use." and
most U.S. government applications now require the SHA-2 family of hash functions. 

NIST CRYPTOGRAPHIC HASH PROJECT 

NIST announced a public competition in a Federal Register Notice on November 2, 2007 to develop a new
cryptographic hash algorithm, called SHA-3, for standardization. The competition was NIST\\'s response to advances
made in the cryptanalysis of hash algorithms. 

NIST received sixty-four entries from cryptographers around the world by October 31, 2008, and selected fifty-one first-
round candidates in December 2008, fourteen second-round candidates in July 2009, and five finalists BLAKE, Grøstl,
JH, Keccak and Skein, in December 2010 to advance to the third and final round of the competition. 

SSCP Practice Test | SSCP Study Guide | SSCP Braindumps                                4 / 6

https://www.lead4pass.com/SSCP.html
https://www.lead4pass.com/SSCP.html
https://www.lead4pass.com/SSCP.html


https://www.lead4pass.com/SSCP.html
2023 Latest lead4pass SSCP PDF and VCE dumps Download

Throughout the competition, the cryptographic community has provided an enormous amount of feedback. Most of the
comments were sent to NIST and a public hash forum; in addition, many of the cryptanalysis and performance studies
were published as papers in major cryptographic conferences or leading cryptographic journals. NIST also hosted a
SHA-3 candidate conference in each round to obtain public feedback. Based on the public comments and internal
review of the candidates, NIST announced Keccak as the winner of the SHA-3 Cryptographic Hash Algorithm
Competition on October 2, 2012, and ended the five-year competition. 

Reference: 

Tipton, Harold, et. al., Officical (ISC)2 Guide to the CISSP CBK, 2007 edition, page 261. 

and 

https://secure.wikimedia.org/wikipedia/en/wiki/Md5 

and 

http://csrc.nist.gov/groups/ST/hash/sha-3/index.html 
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