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QUESTION 1

AWS CloudTrail can be configured to ____ log files across multiple accounts and regions so that log files are delivered
to a single bucket. 

A. aggregate 

B. disperse 

C. replicate 

D. encrypt 

Correct Answer: A 

Explanation: 

You can configure CloudTrail to aggregate log files from multiple regions and deliver them to a single S3 

bucket for a single account. 

Reference: https://aws.amazon.com/cloudtrail/ 

 

QUESTION 2

You have an application that is processing confidential data. The data is currently stored in your data center. You are
moving workloads to AWS, and you need to ensure confidentiality and integrity of the data in transit to your VPC. Your
company has an existing AWS Direct Connect connection. 

What combination of steps should you perform to set up the most cost-effective connection between your on-premises
data center and AWS? (Choose three.) 

A. Set up a VPC with a virtual private gateway. 

B. Set up a VPC with an Internet gateway. 

C. Configure a public virtual interface on your Direct Connect connection. 

D. Configure a private virtual interface to the virtual private gateway. 

E. Set up an IPsec tunnel between your customer gateway and a software VPN on Amazon EC2 in the VPC. 

F. Set up an IPsec tunnel between your customer gateway appliance and the virtual private gateway. 

Correct Answer: ACF 

Explanation: 

Setting up a VPN over your Direct Connect connection will secure the data in transit. The steps to do so 

are: adding a VGW to the VPC; setting up a public virtual interface; and creating the IPsec tunnel between 

your data center and the VGW via the public virtual interface. B would send traffic over the public Internet. 
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D is not possible because a public virtual interface is needed to announce the VGW endpoint IPs. E would 

not take advantage of the already existing Direct Connect connection. 

 

QUESTION 3

An organization will be expanding its current network design. When fully built out, there will be 99 VPCs spread across
11 AWS accounts (9 VPCs per account). There is currently an AWS Direct Connect connection into one account with 9
VPCs, each with a virtual network interface (VIF) per VPC. 

Which of the following designs will minimize cost while allowing the organization to expand? 

A. Order 10 new Direct Connect connections, one from each of the accounts that will be provisioned. Create private
VIFs in each account. Attach one private VIF per VPC. 

B. Create a public VIF on the Direct Connect connection. Leverage the public VIF to create a VPN connection to each
VPC. 

C. Create hosted private VIFs in the existing account. Connect a private VIF to an AWS Direct Connect gateway in each
account. Connect the gateway in each account to the VPCs. 

D. Create a transit VPC in the existing account that consists of two routers in separate Availability Zones. Connect each
VPC to the two routers in the transit VPC by using VPN. 

Correct Answer: D 

 

 

QUESTION 4

A company runs a large-scale application on a fleet of Amazon EC2 instances that are distributed across several VPCs.
A Network Load Balancer (NLB) in a separate VPC routes traffic to the EC2 instances. The NLB\\'s VPC is peered to all
the application VPCs. 

The application must process millions of requests each minute during times of peak utilization. Users are reporting that
the connections to the application are failing during peak times. Monitoring shows an increase in port allocation errors
on the NLB. 

Which action will solve this issue with the LEAST change to the architecture? 

A. Increase the number of EC2 instances in the target group. 

B. Create an Application Load Balancer for the target group. 

C. Add a new target group to the same NLB listener. 

D. Change the target group type to "instance." 

Correct Answer: B 

 

QUESTION 5
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An organization delivers high-resolution, dynamic web content. Internet users access the content from a variety of
platforms, including mobile, tablet and desktop. Each platform receives a customized experience to account for the
differences in viewing modes. A dedicated, automatic-scaling fleet of Amazon EC2 instances is used for each platform
to server content based on path-based headers. 

Which combination of services will MINIMIZE cost and MAXIMIZE performance? (Choose two.) 

A. Amazon CloudFront with Lambda@Edge 

B. Network Load Balancer 

C. Amazon S3 static websites 

D. Amazon Route 53 with traffic flow policies 

E. Application Load Balancer 

Correct Answer: AE 

References: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-at-theedge.html 
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