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QUESTION 1

Your VPC has a DX connection that is advertising 99 routes. You have two more prefixes to add: 10.223.1.0/24 and
10.223.2.0/24. You have several locations, so you need to be as exact as possible with your routing. 

How would you do this? 

A. Add the prefixes; AWS allows for as many BGP routes as you need but not static. 

B. Contact AWS to extend the number of prefixes you are allowed to advertise. 

C. Summarize the routes into a 10.223.0.0/22 and advertise that route instead. 

D. Summarize the routes into a 10.223.0.0/12 and advertise that route instead. 

Correct Answer: C 

Explanation: 

BGP has a strict 100 prefix limit. 10.223.0.0/12 includes both routes but is not very specific. 10.223.0.0/22 

is the proper summarization of both routes. 

 

QUESTION 2

A company has two redundant AWS Direct Connect connections to a VPC. The VPC is configured using BGP metrics
so that one Direct Connect connection is used as the primary traffic path. The company wants the primary Direct
Connect connection to fail to the secondary in less than one second. 

What should be done to meet this requirement? 

A. Configure BGP on the company\\'s router with a keep-alive to 300 ms and the BGP hold timer to 900 ms. 

B. Enable Bidirectional Forwarding Detection (BFD) on the company\\'s router with a detection minimum interval of 300
ms and a BFD liveness detection multiplier of 3. 

C. Enable Dead Peer Detection (DPD) on the company\\'s router with a detection minimum interval of 300 ms and a
DPD liveliness detection multiplier of 3. 

D. Enable Bidirectional Forwarding Detection (BFD) echo mode on the company\\'s router and disable sending the
Internet Control Message Protocol (ICMP) IP packet requests. 

Correct Answer: B 

Reference: https://aws.amazon.com/directconnect/faqs/ 

 

QUESTION 3

An organization wants to process sensitive information using the Amazon EMR service. The information is stored in on-
premises databases. The output of processing will be encrypted using AWS KMS before it is uploaded to a customer-
owned Amazon S3 bucket. The current configuration includes a VPS with public and private subnets, with VPN
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connectivity to the on-premises network. The security organization does not allow Amazon EC2 instances to run in the
public subnet. 

What is the MOST simple and secure architecture that will achieve the organization\\'s goal? 

A. Use the existing VPC and configure Amazon EMR in a private subnet with an Amazon S3 endpoint. 

B. Use the existing VPS and a NAT gateway, and configure Amazon EMR in a private subnet with an Amazon S3
endpoint. 

C. Create a new VPS without an IGW and configure the VPN and Amazon EMR in a private subnet with an Amazon S3
endpoint. 

D. Create a new VPS without an IGW and configure the VPN and Amazon EMR in a private subnet with an Amazon S3
endpoint and a NAT gateway. 

Correct Answer: B 

 

 

QUESTION 4

You have a global corporate network with 153 individual IP prefixes in your internal routing table. You establish a private
virtual interface over AWS Direct Connect to a VPC that has an Internet gateway (IGW). All instances in the VPC must
be able to route to the Internet via an IGW and route to the global corporate network via the VGW. 

How should you configure your on-premises BGP peer to meet these requirements? 

A. Configure AS-Prepending on your BGP session 

B. Summarize your prefix announcement to less than 100 

C. Announce a default route to the VPC over the BGP session 

D. Enable route propagation on the VPC route table 

Correct Answer: D 

 

 

QUESTION 5

A network engineer is deploying an application on an Amazon EC2 instance. The instance is reachable within the VPC
through its private IP address and from the internet using an elastic IP address. Clients are connecting to the instance
over the Internet and within the VPC, and the application needs to be identified by a single custom Fully Qualified
Domain Name that is publicly resolvable -‘app.example.com’. 

Instances within the VPC should always connect to the private IP to minimize data transfer costs. 

How should the engineer configure DNS to support these requirements? 

A. Use Amazon Route 53 to create a geo-based routing entry for the hostname ‘app’ in the DNS zone
‘example.com’. 
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B. Create two A record entries for ‘app’ in the DNS zone ‘example.com’ - one for the public IP and one for the private
IP. 

C. Use Route 53 to create an ALIAS record to the public DNS name for the instance. 

D. Create a CNAME for ‘app’ in the DNS zone ‘example.com’ to the public DNS name for the Amazon EC2 instance. 

Correct Answer: D 
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