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QUESTION 1

You have a hybrid infrastructure and you have configured your own DNS server on an EC2 instance in your 10.1.3.0/24
subnet. This subnet resides on the VPC 10.1.0.0/16. You need your data center to be able to resolve Route 53 queries
in your private hosted zone. What do you need to do to accomplish this? 

A. Disable the source/destination check flag for the DNS instance. 

B. Configure your DNS server to forward queries for the private hosted zone to 10.1.3.2. 

C. Configure your DNS server to forward queries for the private hosted zone to 10.1.0.2. 

D. Configure the VPC DHCP option set in the VPC to point to the EC2 DNS server. 

Correct Answer: C 

Explanation: 

10.1.3.2 is not the DNS server. A DHCP option set is not needed since you are resolving AWS resources from on-
premises not from a VPC and those instances are already configured to look to Route 53 DNS. 

 

QUESTION 2

A network engineer is managing two AWS Direct Connect connections. Each connection has a public virtual interface
configured with a private ASN. The engineer wants to configure active/passive routing between the Direct Connect
connections to access Amazon public endpoints. What BGP configuration is required for the on-premises equipment?
(Choose two.) 

A. Use Local Pref to control outbound traffic. 

B. Use AS Prepending to control inbound traffic. 

C. Use eBGP multi-hop between loopback interfaces. 

D. Use BGP Communities to control outbound traffic. 

E. Advertise more specific prefixes over one Direct Connect connection. 

Correct Answer: CE 

 

 

QUESTION 3

An application runs on a fleet of Amazon EC2 instances in a VPC. All instances can reach one another using private IP
addresses. The application owner has a new requirement that the domain name received via DHCP should be different
for a particular set of instances that are currently in one particular subnet. 

What changes should be made to meet this requirement while continuing to support the existing application
requirements? 
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A. Modify the existing DHCP option set and specify the different domain name for the specified subnet. 

B. Create a new DHCP option set with the different domain name, associate it with the specified subnet, and re-launch
the Amazon EC2 instances. 

C. Create a new subnet, configure the DHCP option set with the different domain name, and re-launch the required
instances there. 

D. Create a new peered VPC, configure the DHCP option set with the different domain name, and relaunch the required
instances there. 

Correct Answer: B 

 

 

QUESTION 4

A company runs a web application on an Amazon EC2 instance. The application experiences performance issues for a
short period at the same time every day. To diagnose the issue, the application vendor needs a packet capture of the
web application network interface. The company\\'s network administrator does not have SSH access to the instance. 

Which solution will meet these requirements? 

A. Use Traffic Mirroring. Create a new EC2 instance, and use its network interface as the traffic mirror target. Add a rule
to the new instance\\'s security group to allow UDP port 4789 inbound traffic. 

B. Use Traffic Mirroring. Enable enhanced networking support on the elastic network interface. Stream the packet
capture to an Amazon Kinesis data stream. 

C. Use VPC Flow Logs. Enable enhanced networking support on the elastic network interface. Stream packets to
Amazon CloudWatch Logs. 

D. Use VPC Flow Logs. Disable source/destination checks on the instance. Stream packets to Amazon CloudWatch
Logs. 

Correct Answer: A 

 

QUESTION 5

Convert the following IPv4 address in presented in binary form, into dotted decimal form
10101100.01111011.00001101.10011101. 

A. 172.123.13.157 

B. 173.13.13.157 

C. 172.122.13.15 

D. 172.124.13.57 

Correct Answer: A 

Explanation: 
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An IPv4 address in dotted decimal format is constructed using binary arithmetic. In binary arithmetic, each 

bit within a group represents a power of two. Specifically, the first bit in a group represents 2 to the power 

of 0, the second bit represents 2 to the power of 1, the third bit represents 2 to the power of 2, and so on. 

Binary format is simple because each successive bit in a group is exactly twice the value of the previous 

bit. 

The first octet is 128 + 32 + 8 + 4 = 172 

The second octet 64 + 32 + 16 + 8 + 2 + 1 = 123 

The third octet 8 + 4 + 1 = 13 

The fourth octet is 128 + 16 + 8 + 4 + 1 = 157 

Reference: https://en.wikipedia.org/wiki/IPv4 
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