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QUESTION 1

Considering your knowledge of both the OSI and TCP/IP models - select the following statement which you consider to
NOT be true. 

A. The TCP/IP Application layer maps to 2 of the OSI Layers 

B. The top layer in the OSI model is named the Application layer 

C. The TCP/IP Application layer maps to 3 of the OSI Layers 

D. The top layer in the TCP/IP model is named the Application layer 

Correct Answer: A 

Explanation: 

The OSI model is a 7 layered model. The TCP/IP model is a 4 layered model. The top layer in both models 

is called the Application layer. The TCP/IP Application layer maps to the top 3 OSI layers (Application, 

Presentation, and Session layers). 

Reference: https://en.wikipedia.org/wiki/OSI_model 

 

QUESTION 2

An AWS Config rule can be set to be evaluated if a certain set of resources undergoes a configuration change. The set
of resources to which the rule applies can be restricted by the rule\\'s ____, which can include a combination of a
resource type and a resource ID, for example. 

A. trigger 

B. domain 

C. manifest 

D. scope 

Correct Answer: D 

Explanation: 

When you add an AWS Config rule to your account, you can specify when you want AWS Config to run the 

rule; this is called a trigger. AWS Config evaluates your resource configurations against the rule when the 

trigger occurs. You choose which resources trigger the evaluation by defining the rule\\'s scope. The scope 

can include the following: 

One or more resource types 
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A combination of a resource type and a resource ID A combination of a tag key and value. 

When any recorded resource is created, updated, or deleted AWS Config runs the evaluation when it 

detects a change to a resource that matches the rule\\'s scope. You can use the scope to constrain which 

resources trigger evaluations. Otherwise, evaluations are triggered when any recorded resource changes. 

Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html 

 

QUESTION 3

Fill in the blanks: One of the basic characteristics of security groups for your VPC is that you ______ . 

A. can specify allow rules, but not deny rules 

B. can specify deny rules, but not allow rules 

C. can specify allow rules as well as deny rules 

D. can neither specify allow rules nor deny rules 

Correct Answer: A 

Explanation: 

Security Groups in VPC allow you to specify rules with reference to the protocols and ports through which 

communications with your instances can be established. One such rule is that you can specify allow rules, 

but not deny rules. 

Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html 

 

QUESTION 4

Which of these is not required when setting up a VIF? 

A. BGP Key 

B. VLAN ID 

C. ASN 

D. BGP MED 

Correct Answer: D 

Explanation: 

BGP MED is used to steer traffic and not for requesting a VIF. 
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QUESTION 5

An organization with a growing e-commerce presence uses the AWS CloudHSM to offload the SSL/TLS processing of
its web server fleet. The company leverages Amazon EC2 Auto Scaling for web servers to handle the growth. What
architectural approach is optimal to scale the encryption operation? 

A. Use multiple CloudHSM instances, and load balance them using a Network Load Balancer. 

B. Use multiple CloudHSM instances to the cluster; request to it will automatically load balance. 

C. Enable Auto Scaling on the CloudHSM instance, with similar configuration to the web tier Auto Scaling group. 

D. Use multiple CloudHSM instances, and load balance them using an Application Load Balancer. 

Correct Answer: A 
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