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QUESTION 1

You have a set of application , database and web servers hosted in AWS. The web servers are placed behind an ELB.
There are separate security groups for the application, database and web servers. The network security groups have
been defined accordingly. There is an issue with the communication between the application and database servers. In
order to troubleshoot the issue between just the application and database server, what is the ideal set of MINIMAL steps
you would take? 

Please select: 

A. Check the Inbound security rules for the database security group Check the Outbound security rules for the
application security group 

B. Check the Outbound security rules for the database security group I Check the inbound security rules for the
application security group 

C. Check the both the Inbound and Outbound security rules for the database security group Check the inbound security
rules for the application security group 

D. Check the Outbound security rules for the database security group Check the both the Inbound and Outbound
security rules for the application security group 

Correct Answer: A 

Here since the communication would be established inward to the database server and outward from the application
server, you need to ensure that just the Outbound rules for application server security groups are checked. And then
just the Inbound rules for database server security groups are checked. Option B can\\'t be the correct answer. It says
that we need to check the outbound security group which is not needed. We need to check the inbound for DB SG and
outbound of Application SG. Because, this two group need to communicate with each other to function properly. Option
C is invalid because you don\\'t need to check for Outbound security rules for the database security group Option D is
invalid because you don\\'t need to check for Inbound security rules for the application security group For more
information on Security Groups, please refer to below URL: The correct answer is: Check the Inbound security rules for
the database security group Check the Outbound security rules for the application security group 

 

QUESTION 2

A company hosts multiple externally facing applications, each isolated in its own AWS account The company\\'B
Security team has enabled AWS WAF. AWS Config. and Amazon GuardDuty on all accounts. The company\\'s
Operations team has also joined all of the accounts to AWS Organizations and established centralized logging for
CloudTrail. AWS Config, and GuardDuty. The company wants the Security team to take a reactive remediation in one
account, and automate implementing this remediation as proactive prevention in all the other accounts. 

How should the Security team accomplish this? 

A. Update the AWS WAF rules in the affected account and use AWS Firewall Manager to push updated AWS WAF
rules across all other accounts. 

B. Use GuardDuty centralized logging and Amazon SNS to set up alerts to notify all application teams of security
incidents. 

C. Use GuardDuty alerts to write an AWS Lambda function that updates all accounts by adding additional NACLs on the
Amazon EC2 instances to block known malicious IP addresses. 
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D. Use AWS Shield Advanced to identify threats in each individual account and then apply the account-based
protections to all other accounts through Organizations. 

Correct Answer: C 

 

QUESTION 3

A company is hosting a website that must be accessible to users for HTTPS traffic. Also port 22 should be open for
administrative purposes. The administrator\\'s workstation has a static IP address of 203.0.113.1/32. Which of the
following security group configurations are the MOST secure but still 

functional to support these requirements? Choose 2 answers from the options given below 

A. Port 443 coming from 0.0.0.0/0 

B. Port 443 coming from 10.0.0.0/16 

C. Port 22 coming from 0.0.0.0/0 

D. Port 22 coming from 203.0.113.1/32 

Correct Answer: AD 

Since HTTPS traffic is required for all users on the Internet, Port 443 should be open on all IP addresses. For port 22,
the traffic should be restricted to an internal subnet. Option B is invalid, because this only allow traffic from a particular
CIDR block and not from the internet Option C is invalid because allowing port 22 from the internet is a security risk For
more information on AWS Security Groups, please visit the following URL
https://docs.aws.amazon.com/AWSEC2/latest/ UserGuide/usins-network-secunty.htmll The correct answers are: Port
443 coming from 0.0.0.0/0, Port 22 coming from 203.0.113.1 /32 

 

QUESTION 4

A company is developing a new mobile app for social media sharing. The company\\'s development team has decided
to use Amazon S3 to store at media files generated by mobile app users The company wants to allow users to control
whether their own tiles are public, private, of shared with other users in their social network 

What should the development team do to implement the type of access control with the LEAST administrative effort? 

A. Use individual ACLs on each S3 object. 

B. Use IAM groups tor sharing files between application social network users 

C. Store each user\\'s files in a separate S3 bucket and apery a bucket policy based on the user\\'s sharing settings 

D. Generate presigned UPLs for each file access 

Correct Answer: A 

 

QUESTION 5

A company recently set up Amazon GuardDuty and is receiving a high number of findings from IP addresses within the
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company. A security engineer has verified that these IP addresses are trusted and allowed. 

Which combination of steps should the security engineer take to configure GuardDuty so that it does not produce
findings for these IP addresses? (Choose two.) 

A. Create a plaintext configuration file that contains the trusted IP addresses. 

B. Create a JSON configuration file that contains the trusted IP addresses. 

C. Upload the configuration file directly to GuardDuty. 

D. Upload the configuration file to Amazon S3. Add a new trusted IP list to GuardDuty that points to the file. 

E. Manually copy and paste the configuration file data into the trusted IP list in GuardDuty. 

Correct Answer: DE 
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