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QUESTION 1

Your team is designing a web application. The users for this web application would need to sign in via an external ID
provider such asfacebook or Google. Which of the following AWS service would you use for authentication? Please
select: 

A. AWS Cognito 

B. AWS SAML 

C. AWS IAM 

D. AWS Config 

Correct Answer: A 

The AWS Documentation mentions the following Amazon Cognito provides authentication, authorization, 

and user management for your web and mobile apps. 

Your users ca sign in directly with a user name and password, or through a third party such as Facebook, 

Amazon, or Google. 

Option B is incorrect since this is used for identity federation 

Option C is incorrect since this is pure Identity and Access management 

Option D is incorrect since AWS is a configuration service For more information on AWS Cognito please 

refer to the below Link: 

https://docs.aws.amazon.com/coenito/latest/developerguide/what-is-amazon-cognito.html The correct 

answer is: AWS Cognito 

 

QUESTION 2

A company wants to monitor the deletion of customer managed CMKs. A security engineer must create an alarm that
will notify the company before a CM? is deleted. The security engineer has configured the integration of AWS CloudTrail
with Amazon CloudWatch. 

What should the security engineer do next to meet this requirement? 

A. Within AWS Key Management Service (AWS KMS), specify the deletion time of the key material during CMK
creation. AWS KMS will automatically create a CloudWatch alarm. 

B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to look for API calls of DeleteAlias. Create an
AWS Lambda function to send an Amazon Simple Notification Service (Amazon SNS) message to the company. Add
the Lambda function as the target of the Eventbridge (CloudWatch Events) rule. 

C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to look for API calls of DisableKey and
ScheduleKeyDeletion. Create an AWS Lambda function to send an Amazon Simple Notification Service (Amazon SNS)
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message to the company. Add the Lambda function as the target of the Eventbridge (CloudWatch Events) rule. 

D. Create an Amazon Simple Notification Service (Amazon SNS) policy to look for AWS Key Management Service
(AWS KMS) API calls of RevokeGrant and ScheduleKeyDeletion. Create an AWS Lambda function to generate the
alarm and send the notification to the company. Add the Lambda function as the target of the SNS policy. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/with-sns.html 

 

QUESTION 3

An organization has a multi-petabyte workload that it is moving to Amazon S3, but the CISO is concerned about
cryptographic wear-out and the blast radius if a key is compromised. 

How can the CISO be assured that AWS KMS and Amazon S3 are addressing the concerns? (Choose two.) 

A. There is no API operation to retrieve an S3 object in its encrypted form. 

B. Encryption of S3 objects is performed within the secure boundary of the KMS service. 

C. S3 uses KMS to generate a unique data key for each individual object. 

D. Using a single master key to encrypt all data includes having a single place to perform audits and usage validation. 

E. The KMS encryption envelope digitally signs the master key during encryption to prevent cryptographic wear-out 

Correct Answer: CD 

 

 

QUESTION 4

A company recently performed an annual security assessment of its AWS environment. The assessment showed that
audit logs are not available beyond 90 days and that unauthorized changes to IAM policies are made without detection. 

How should a security engineer resolve these issues? 

A. Create an Amazon S3 lifecycle policy that archives AWS CloudTrail trail logs to Amazon S3 Glacier after 90 days.
Configure Amazon Inspector to provide a notification when a policy change is made to resources. 

B. Configure AWS Artifact to archive AWS CloudTrail logs Configure AWS Trusted Advisor to provide a notification
when a policy change is made to resources. 

C. Configure Amazon CloudWatch to export log groups to Amazon S3. Configure AWS CloudTrail to provide a
notification when a policy change is made to resources. 

D. Create an AWS CloudTrail trail that stores audit logs in Amazon S3. Configure an AWS Config rule to provide a notif
cation when a policy change is made to resources. 

Correct Answer: A 
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QUESTION 5

A company is deploying an Amazon EC2-based application. The application will include a custom health-checking
component that produces health status data in JSON format. A Security Engineer must implement a secure solution to
monitor application availability in near-real time by analyzing the hearth status data. 

Which approach should the Security Engineer use? 

A. Use Amazon CloudWatch monitoring to capture Amazon EC2 and networking metrics Visualize metrics using
Amazon CloudWatch dashboards. 

B. Run the Amazon Kinesis Agent to write the status data to Amazon Kinesis Data Firehose Store the streaming data
from Kinesis Data Firehose in Amazon Redshift. (hen run a script on the pool data and analyze the data in Amazon
Redshift 

C. Write the status data directly to a public Amazon S3 bucket from the health-checking component Configure S3
events to invoke an AWS Lambda function that analyzes the data 

D. Generate events from the health-checking component and send them to Amazon CloudWatch Events. Include the
status data as event payloads. Use CloudWatch Events rules to invoke an AWS Lambda function that analyzes the
data. 

Correct Answer: A 
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