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QUESTION 1

A global company must mitigate and respond to DDoS attacks at Layers 3, 4 and 7 All of the company\\'s AWS
applications are serverless with static content hosted on Amazon S3 using Amazon CloudFront and Amazon Route 53 

Which solution will meet these requirements? 

A. Use AWS WAF with an upgrade to the AWS Business support plan 

B. Use AWS Certificate Manager with an Application Load Balancer configured with an origin access identity 

C. Use AWS Shield Advanced 

D. Use AWS WAF to protect AWS Lambda functions encrypted with AWS KMS and a NACL restricting all Ingress
traffic 

Correct Answer: C 

 

QUESTION 2

A Security Engineer must design a system that can detect whether a file on an Amazon EC2 host has been modified.
The system must then alert the Security Engineer of the modification. 

What is the MOST efficient way to meet these requirements? 

A. Install antivirus software and ensure that signatures are up-to-date. Configure Amazon CloudWatch alarms to send
alerts for security events. 

B. Install host-based IDS software to check for file integrity. Export the logs to Amazon CloudWatch Logs for monitoring
and alerting. 

C. Export system log files to Amazon S3. Parse the log files using an AWS Lambda function that will send alerts of any
unauthorized system login attempts through Amazon SNS. 

D. Use Amazon CloudWatch Logs to detect file system changes. If a change is detected, automatically terminate and
recreate the instance from the most recent AMI. Use Amazon SNS to send notification of the event. 

Correct Answer: B 

 

QUESTION 3

A company uses Amazon RDS for MySQL as a database engine for its applications. A recent security audit revealed an
RDS instance that is not compliant with company policy for encrypting data at rest. A security engineer at the company
needs to ensure that all existing RDS databases are encrypted using server-side encryption and that any future
deviations from the policy are detected. 

Which combination of steps should the security engineer take to accomplish this? (Choose two.) 

A. Create an AWS Config rule to detect the creation of encrypted RDS databases. Create an Amazon EventBridge
(Amazon CloudWatch Events) rule to trigger on the AWS Config rules compliance state change and use Amazon
Simple Notification Service (Amazon SNS) to notify the security operations team. 

SCS-C01 PDF Dumps | SCS-C01 Study Guide | SCS-C01 Braindumps                                2 / 5

https://www.lead4pass.com/aws-certified-security-specialty.html
https://www.lead4pass.com/aws-certified-security-specialty.html
https://www.lead4pass.com/aws-certified-security-specialty.html


https://www.lead4pass.com/aws-certified-security-specialty.html
2023 Latest lead4pass SCS-C01 PDF and VCE dumps Download

B. Use AWS System Manager State Manager to detect RDS database encryption configuration drift. Create an Amazon
EventBridge (Amazon CloudWatch Events) rule to track state changes and use Amazon Simple Notification Service
(Amazon SNS) to notify the security operations team. 

C. Create a read replica for the existing unencrypted RDS database and enable replica encryption in the process. Once
the replica becomes active, promote it into a standalone database instance and terminate the unencrypted database
instance. 

D. Take a snapshot of the unencrypted RDS database. Copy the snapshot and enable snapshot encryption in the
process. Restore the database instance from the newly created encrypted snapshot. Terminate the unencrypted
database instance. 

E. Enable encryption for the identified unencrypted RDS instance by changing the configurations of the existing
database. 

Correct Answer: DE 

 

 

QUESTION 4

A developer 15 building a serverless application hosted on AWS that uses Amazon Redshift in a data store. The
application has separate modules for read/write and read-only functionality. The modules need their own database
users tor compliance reasons. Which combination of steps should a security engineer implement to grant appropriate
access\\' (Select TWO ) 

A. Configure cluster security groups for each application module to control access to database users that are required
for read-only and read/write. 

B. Configure a VPC endpoint for Amazon Redshift Configure an endpoint policy that maps database users to each
application module, and allow access to the tables that are required for read-only and read/ write 

C. Configure an 1AM poky for each module Specify the ARN of an Amazon Redshift database user that allows the
GetClusterCredentials API call 

D. Create focal database users for each module 

E. Configure an 1AM policy for each module Specify the ARN of an 1AM user that allows the GetClusterCredentials API
call 

Correct Answer: AE 

 

 

QUESTION 5

A security team must present a daily briefing to the CISO that includes a report of which of the company\\'s thousands of
EC2 instances and on-premises servers are missing the latest security patches. All instances/servers must be brought
into compliance within 24 hours so they do not show up on the next day\\'s report. How can the security team fulfill these
requirements? 

Please select: 
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A. Use Amazon QuickSight and Cloud Trail to generate the report of out of compliance instances/servers. Redeploy all
out of compliance instances/servers using an AMI with the latest patches. 

B. Use Systems Manger Patch Manger to generate the report of out of compliance instances/ servers. Use Systems
Manager Patch Manger to install the missing patches. 

C. Use Systems Manger Patch Manger to generate the report of out of compliance instances/ servers. Redeploy all out
of1 compliance instances/servers using an AMI with the latest patches. 

D. Use Trusted Advisor to generate the report of out of compliance instances/servers. Use Systems Manger Patch
Manger to install the missing patches. 

Correct Answer: B 

Use the Systems Manger Patch Manger to generate the report and also install the missing patches The AWS
Documentation mentions the following AWS Systems Manager Patch Manager automates the process of patching
managed instances with security-related updates. For Linux-based instances, you can also install patches for non-
security updates. You can patch fleets of Amazon EC2 instances or your on-premises servers and virtual machines
(VMs) by operating system type. This includes supported versions of Windows, Ubuntu Server, Red Hat Enterprise
Linux (RHEL), SUSE Linux Enterprise Server (SLES), and Amazon Linux. You can scan instances to see only a report
of missing patches, or you can scan and automatically install all missing patches. Option A is invalid because Amazon
QuickSight and Cloud Trail cannot be used to generate the list of servers that don\\'t meet compliance needs. Option C
is wrong because deploying instances via new AMI\\'S would impact the applications hosted on these servers Option D
is invalid because Amazon Trusted Advisor cannot be used to generate the list of servers that don\\'t meet compliance
needs. For more information on the AWS Patch Manager, please visit the below URL:
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html The correct answer is:
Use Systems Manger Patch Manger to generate the report of out of compliance instances/servers. Use Systems
Manager Patch Manger to install the missing patches. 
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