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QUESTION 1

A security engineer is designing a solution that will provide end-to-end encryption between clients and Docker
containers running In Amazon Elastic Container Service (Amazon ECS). This solution will also handle volatile traffic
patterns 

Which solution would have the MOST scalability and LOWEST latency? 

A. Configure a Network Load Balancer to terminate the TLS traffic and then re-encrypt the traffic to the containers 

B. Configure an Application Load Balancer to terminate the TLS traffic and then re-encrypt the traffic to the containers 

C. Configure a Network Load Balancer with a TCP listener to pass through TLS traffic to the containers 

D. Configure Amazon Route 53 to use multivalue answer routing to send traffic to the containers 

Correct Answer: B 

 

 

QUESTION 2

DDoS attacks that happen at the application layer commonly target web applications with lower volumes of traffic
compared to infrastructure attacks. To mitigate these types of attacks, you should probably want to include a WAF (Web
Application Firewall) as part of your infrastructure. To inspect all HTTP requests, WAFs sit in-line with your application
traffic. Unfortunately, this creates a scenario where WAFs can become a point of failure or bottleneck. To mitigate this
problem, you need the ability to run multiple WAFs on demand during traffic spikes. This type of scaling for WAF is done
via a "WAF sandwich." Which of the following statements best describes what a "WAF sandwich" is? Choose the correct
answer from the options below 

Please select: 

A. The EC2 instance running your WAF software is placed between your private subnets and any NATed connections to
the internet. 

B. The EC2 instance running your WAF software is placed between your public subnets and your Internet Gateway. 

C. The EC2 instance running your WAF software is placed between your public subnets and your private subnets. 

D. The EC2 instance running your WAF software is included in an Auto Scaling group and placed in between two Elastic
load balancers. 

Correct Answer: D 

The below diagram shows how a WAF sandwich is created. Its the concept of placing the Ec2 instance which hosts the
WAF software in between 2 elastic load balancers. 
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Option A.B and C are incorrect since the EC2 Instance with the WAF software needs to be placed in an Autoscaling
Group For more information on a WAF sandwich please refer to the below Link:
https://www.cloudaxis.eom/2016/11/2l/waf-sandwich/l The correct answer is: The EC2 instance running your WAF
software is included in an Auto Scaling group and placed in between two Elastic load balancers. 

 

QUESTION 3

A company has an application hosted in an Amazon EC2 instance and wants the application to access secure strings
stored in AWS Systems Manager Parameter Store. When the application tries to access the secure string key value, it
fails. 

Which factors could be the cause of this failure? (Choose two.) 

A. The EC2 instance role does not have decrypt permissions on the AWS Key Management Sen/ice (AWS KMS) key
used to encrypt the secret 

B. The EC2 instance role does not have read permissions to read the parameters In Parameter Store 

C. Parameter Store does not have permission to use AWS Key Management Service (AWS KMS) to decrypt the
parameter 

D. The EC2 instance role does not have encrypt permissions on the AWS Key Management Service (AWS KMS) key
associated with the secret 

E. The EC2 instance does not have any tags associated. 
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Correct Answer: BC 

 

 

QUESTION 4

You have enabled Cloudtrail logs for your company\\'s AWS account. In addition, the IT Security department has
mentioned that the logs need to be encrypted. How can this be achieved? 

Please select: 

A. Enable SSL certificates for the Cloudtrail logs 

B. There is no need to do anything since the logs will already be encrypted 

C. Enable Server side encryption for the trail 

D. Enable Server side encryption for the destination S3 bucket 

Correct Answer: B 

The AWS Documentation mentions the following. By default CloudTrail event log files are encrypted using Amazon S3
server-side encryption (SSE). You can also choose to encryption your log files with an AWS Key Management Service
(AWS KMS) key. You can store your log files in your bucket for as long as you want. You can also define Amazon S3
lifecycle rules to archive or delete log files automatically. If you want notifications about lo file delivery and validation,
you can set up Amazon SNS notifications. Option A.C and D are not valid since logs will already be encrypted For more
information on how Cloudtrail works, please visit the following URL:
https://docs.aws.amazon.com/awscloudtrail/latest/usereuide/how-cloudtrail-works.htmll The correct answer is: There is
no need to do anything since the logs will already be encrypted 

 

QUESTION 5

A company is implementing a new application in a new AWS account. A VPC and subnets have been created for the
application. The application has been peered to an existing VPC in another account in the same AWS Region for
database access. Amazon EC2 instances will regularly be created and terminated in the application VPC, but only some
of them will need access to the databases in the peered VPC over TCP port 1521. A security engineer must ensure that
only the EC2 instances than need access to the databases can access them through the network. 

How can the security engineer implement this solution? 

A. Create a new security group in the database VPC and create an inbound rule that allows all traffic from the IP
address range of the application VPC. Add a new network ACL rule on the database subnets. 

Configure the rule to TCP port 1521 from the IP address range of the application VPC. Attach the new 

security group to the database instances that the application instances need to access. 

B. Create a new security group in the application VPC with an inbound rule that allows the IP address range of the
database VPC over TCP port 1521. Create a new security group in the database VPC with an inbound rule that allows
the IP address range of the application VPC over port 1521. Attach the new security group to the database instances
and the application instances that need database access. 

C. Create a new security group in the application VPC with no inbound rules. Create a new security group in the
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database VPC with an inbound rule that allows TCP port 1521 from the new application security group in the application
VPC. Attach the application security group to the application instances that need database access, and attach the
database security group to the database instances. 

D. Create a new security group in the application VPC with an inbound rule that allows the IP address range of the
database VPC over TCP port 1521. Add a new network ACL rule on the database subnets. Configure the rule to allow
all traffic from the IP address range of the application VPC. Attach the new security group to the application instances
that need database access. 

Correct Answer: A 
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