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QUESTION 1

A company must ensure consistent behavior of an application running on Amazon Linux in its corporate ecosystem
before moving into AWS. The company has an existing automated server build system using VMware. The goal is to 

demonstrate the functionality of the application and its prerequisites on the new target operating system. 

The DevOps Engineer needs to use the existing corporate server pipeline and virtualization software to create a server
image. The server image will be tested on-premises to resemble the build on Amazon EC2 as closely as possible. 

How can this be accomplished? 

A. Download and integrate the latest ISO of CentOS 7 and execute the application deployment on the resulting server. 

B. Launch an Amazon Linux AMI using an AWS OpsWorks deployment agent onto the on-premises infrastructure, then
execute the application deployment. 

C. Build an EC2 instance with the latest Amazon Linux operating system, and use the AWS Import/Export service to
export the EC2 image to a VMware ISO in Amazon S3. Then import the resulting ISO onto the on-premises system. 

D. Download and integrate the latest ISO of Amazon Linux 2 and execute the application deployment on the resulting
server. Confirm that operating system testing results are consistent with EC2 operating system behavior. 

Correct Answer: D 

Reference: https://aws.amazon.com/blogs/aws/opsworks-on-prem-and-existing-instances/ 

 

QUESTION 2

A DevOps engineer is troubleshooting deployments to a new application that runs on Amazon EC2 instances behind an
Application Load Balancer. The instances run in an EC2 Auto Scaling group across multiple Availability Zones.
Instances sometimes come online before they are ready, which is leading to increased error rates among users. The
current health check configuration gives instances a 60-second grace period and considers instances healthy after two
200 response codes from /index.php, a page that may respond intermittently during the deployment process. The
development team wants instances to come online as soon as possible. 

Which strategy would address this issue? 

A. Increase the instance grace period from 60 seconds to 180 seconds, and the consecutive health check requirement
from 2 to 3. 

B. Increase the instance grace period from 60 second to 120 seconds, and change the response code requirement from
200 to 204. 

C. Modify the deployment script to create a /health-check.php file when the deployment begins, then modify the health
check path to point to that file. 

D. Modify the deployment script to create a /health-check.php file when all tasks are complete, then modify the health
check path to point to that file. 

Correct Answer: A 
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QUESTION 3

What are the bare minimum requirements for a valid Ansible playbook? 

A. The hosts, connection type, fact gathering, vars and tasks. 

B. The hosts declaration and tasks 

C. A YAML file with a single line containing `---\\'. 

D. At least one play with at least a hosts declaration 

Correct Answer: D 

Explanation: Ansible Playbooks are a series of plays and must contain at a minimum, one play. A play generally
consists of hosts to run on, a list of tasks, variables and roles, and any additional instructions, such as connection type,
fact 

gathering, remote username, etc. that the tasks will need to complete. The only requirement for a valid play is to declare
the hosts. 

Reference: 

http://docs.ansible.com/ansible/playbooks_intro.html 

 

QUESTION 4

Your application uses Amazon SQS and Auto Scaling to process background jobs. The Auto Scaling policy is based on
the number of messages in the queue, with a maximum Instance count of 100. Since the application was launched, the 

group has never scaled above 50. The Auto Scaling group has now scaled to 100, the queue size is increasing, and
very few Jobs are being completed. The number of messages being sent to the queue is at normal levels. 

What should you do to identify why the queue size is unusually high, and to reduce it? 

A. Temporarily increase the Auto Scaling group\\'s desired value to 200. When the queue size has been reduced,
reduce it to 50. 

B. Analyze the application logs to identify possible reasons for message processing failure and resolve the cause for
failures. 

C. Create additional Auto Scaling groups, enabling the processing of the queue to be performed in parallel. 

D. Analyze CloudTrail logs for Amazon SQS to ensure that the instances\\' Amazon EC2 role has permission to receive
messages from the queue. 

Correct Answer: B 

 

QUESTION 5

A company is using AWS CodePipeline to automate its release pipeline. AWS CodeDeploy is being used in the pipeline
to deploy an application to Amazon ECS using the blue/green deployment model. The company wants to implement
scripts to test the green version of the application before shifting traffic. These scripts will complete in 5 minutes or less.
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If errors are discovered during these tests, the application must be rolled back. 

Which strategy will meet these requirements? 

A. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use AWS CodeBuild to create an
execution environment and build commands in the buildspec file to invoke test scripts. If errors are found, use the aws
deploy stop-deployment command to stop the deployment. 

B. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use this stage to execute an AWS
Lambda function that will run the test scripts. If errors are found, use the aws deploy stop-deployment command to stop
the deployment. 

C. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTestTraffic lifecycle event to invoke an AWS
Lambda function to run the test scripts. If errors are found, exit the Lambda function with an error to trigger rollback. 

D. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTraffic lifecycle event to invoke the test
scripts. If errors are found, use the aws deploy stop-deployment CLI command to stop the deployment. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure- hooks.html 
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