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QUESTION 1

A Solutions Architect wants to make sure that only AWS users or roles with suitable permissions can access a new
Amazon API Gateway endpoint. The Solutions Architect wants an end-to-end view of each request to analyze the
latency of the request and create service maps. 

How can the Solutions Architect design the API Gateway access control and perform request inspections? 

A. For the API Gateway method, set the authorization to AWS_IAM. Then, give the IAM user or role execute-api:Invoke
permission on the REST API resource. Enable the API caller to sign requests with AWS Signature when accessing the
endpoint. Use AWS X-Ray to trace and analyze user requests to API Gateway. 

B. For the API Gateway resource, set CORS to enabled and only return the company\\'s domain in AccessControl-Allow-
Origin headers. Then, give the IAM user or role execute-api:Invoke permission on the REST API resource. Use Amazon
CloudWatch to trace and analyze user requests to API Gateway. 

C. Create an AWS Lambda function as the custom authorizer, ask the API client to pass the key and secret when
making the call, and then use Lambda to validate the key/secret pair against the IAM system. Use AWS X-Ray to trace
and analyze user requests to API Gateway. 

D. Create a client certificate for API Gateway. Distribute the certificate to the AWS users and roles that need to access
the endpoint. Enable the API caller to pass the client certificate when accessing the endpoint. Use Amazon CloudWatch
to trace and analyze user requests to API Gateway. 

Correct Answer: A 

Reference: https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-cors.html 

 

QUESTION 2

A financial services company has an on-premises environment that ingests market data feeds from stock exchanges,
transforms the data, and sends the data to an internal Apache Kafka cluster. Management wants to leverage AWS
services to build a scalable and near-real-time solution with consistent network performance to provide stock market
data to a web application. 

Which steps should a solutions architect take to build the solution? (Choose three.) 

A. Establish an AWS Direct Connect connection from the on-premises data center to AWS. 

B. Create an Amazon EC2 Auto Scaling group to pull the messages from the on-premises Kafka cluster and use the
Amazon Consumer Library to put the data into an Amazon Kinesis data stream. 

C. Create an Amazon EC2 Auto Scaling group to pull the messages from the on-premises Kafka cluster and use the
Amazon Kinesis Producer Library to put the data into a Kinesis data stream. 

D. Create a WebSocket API in Amazon API Gateway, create an AWS Lambda function to process an Amazon Kinesis
data stream, and use the @connections command to send callback messages to connected clients. 

E. Create a GraphQL API in AWS AppSync, create an AWS Lambda function to process the Amazon Kinesis data
stream, and use the @connections command to send callback messages to connected clients. 

F. Establish a Site-to-Site VPN from the on-premises data center to AWS. 
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Correct Answer: ADE 

 

QUESTION 3

A life sciences company is using a combination of open source tools to manage data analysis workflows and Docker
containers running on servers in its on-premises data center to process genomics data. Sequencing data is generated
and stored on a local storage area network (SAN), and then the data is processed. The research and development
teams are running into capacity issues and have decided to re-architect their genomics analysis platform on AWS to
scale based on workload demands and reduce the turnaround time from weeks to days. 

The company has a high-speed AWS Direct Connect connection. Sequencers will generate around 200 GB of data for
each genome, and individual jobs can take several hours to process the data with ideal compute capacity. The end
result will be stored in Amazon S3. The company is expecting 10-15 job requests each day. 

Which solution meets these requirements? 

A. Use regularly scheduled AWS Snowball Edge devices to transfer the sequencing data into AWS. When AWS
receives the Snowball Edge device and the data is loaded into Amazon S3, use S3 events to trigger an AWS Lambda
function to process the data. 

B. Use AWS Data Pipeline to transfer the sequencing data to Amazon S3. Use S3 events to trigger an Amazon EC2
Auto Scaling group to launch custom-AMI EC2 instances running the Docker containers to process the data. 

C. Use AWS DataSync to transfer the sequencing data to Amazon S3. Use S3 events to trigger an AWS Lambda
function that starts an AWS Step Functions workflow. Store the Docker images in Amazon Elastic Container Registry
(Amazon ECR) and trigger AWS Batch to run the container and process the sequencing data. 

D. Use an AWS Storage Gateway file gateway to transfer the sequencing data to Amazon S3. Use S3 events to trigger
an AWS Batch job that executes on Amazon EC2 instances running the Docker containers to process the data. 

Correct Answer: C 

 

QUESTION 4

A company is deploying a public-facing global application on AWS using Amazon CloudFront. The application
communicates with an external system. A solutions architect needs to . 

Which combination of steps will satisfy these requirements? (Choose three.) 

A. Create a public certificate for the required domain in AWS Certificate Manager and deploy it to CloudFront, an
Application Load Balancer, and Amazon EC2 instances. 

B. Acquire a public certificate from a third-party vendor and deploy it to CloudFront, an Application Load Balancer, and
Amazon EC2 instances. 

C. Provision Amazon EBS encrypted volumes using AWS KMS and ensure explicit encryption of data when writing to
Amazon EBS. 

D. Provision Amazon EBS encrypted volumes using AWS KMS. 

E. Use SSL or encrypt data while communicating with the external system using a VPN. 

F. Communicate with the external system using plaintext and use the VPN to encrypt the data in transit. 
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Correct Answer: ACE 

 

QUESTION 5

You are the new IT architect in a company that operates a mobile sleep tracking application. 

When activated at night, the mobile app is sending collected data points of 1 kilobyte every 5 minutes to 

your backend. 

The backend takes care of authenticating the user and writing the data points into an Amazon DynamoDB 

table. 

Every morning, you scan the table to extract and aggregate last night\\'s data on a per user basis, and store 

the results in Amazon S3. Users are notified via Amazon SNS mobile push notifications that new data is 

available, which is parsed and visualized by the mobile app. 

Currently you have around 100k users who are mostly based out of North America. 

You have been tasked to optimize the architecture of the backend system to lower cost. 

What would you recommend? (Choose two.) 

A. Have the mobile app access Amazon DynamoDB directly Instead of JSON files stored on Amazon S3. 

B. Write data directly into an Amazon Redshift cluster replacing both Amazon DynamoDB and Amazon S3. 

C. Introduce an Amazon SQS queue to buffer writes to the Amazon DynamoDB table and reduce provisioned write
throughput. 

D. Introduce Amazon Elasticache to cache reads from the Amazon DynamoDB table and reduce provisioned read
throughput. 

E. Create a new Amazon DynamoDB table each day and drop the one for the previous day after its data is on Amazon
S3. 

Correct Answer: CD 

Reference: https://d0.awsstatic.com/whitepapers/performance-at-scale-with-amazon-elasticache.pdf 
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