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QUESTION 1

A Solutions Architect is designing a highly available and reliable solution for a cluster of Amazon EC2 instances. 

The Solutions Architect must ensure that any EC2 instance within the cluster recovers automatically after a system
failure. The solution must ensure that the recovered instance maintains the same IP address. 

How can these requirements be met? 

A. Create an AWS Lambda script to restart any EC2 instances that shut down unexpectedly. 

B. Create an Auto Scaling group for each EC2 instance that has a minimum and maximum size of 1. 

C. Create a new t2.micro instance to monitor the cluster instances. Configure the t2.micro instance to issue an aws ec2
reboot-instances command upon failure. 

D. Create an Amazon CloudWatch alarm for the StatusCheckFailed_System metric, and then configure an EC2 action
to recover the instance. 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html 

 

QUESTION 2

A company runs a legacy system on a single m4.2xlarge Amazon EC2 instance with Amazon EBS storage. The EC2
instance runs both the web server and a self-managed Oracle database. A snapshot is made of the EBS volume every
12 hours, and an AMI was created from the fully configured EC2 instance. A recent event that terminated the EC2
instance led to several hours of downtime. The application was successfully launched from the AMI, but the age of the
EBS snapshot and the repair of the database resulted in the loss of 8 hours of data. The system was also down for 4
hours while the Systems Operators 

manually performed these processes. 

What architectural changes will minimize downtime and reduce the chance of lost data? 

A. Create an Amazon CloudWatch alarm to automatically recover the instance. Create a script that will check and repair
the database upon reboot. Subscribe the Operations team to the Amazon SNS message generated by the CloudWatch
alarm. 

B. Run the application on m4.xlarge EC2 instances behind an Elastic Load Balancer/Application Load Balancer. Run the
EC2 instances in an Auto Scaling group across multiple Availability Zones with a minimum instance count of two.
Migrate the database to an Amazon RDS Oracle Multi-AZ DB instance. 

C. Run the application on m4.2xlarge EC2 instances behind an Elastic Load Balancer/Application Load Balancer. Run
the EC2 instances in an Auto Scaling group across multiple Availability Zones with a minimum instance count of one.
Migrate the database to an Amazon RDS Oracle Multi-AZ DB instance. 

D. Increase the web server instance count to two m4.xlarge instances and use Amazon Route 53 round-robin load
balancing to spread the load. Enable Route 53 health checks on the web servers. Migrate the database to an Amazon
RDS Oracle Multi-AZ DB instance. 

Correct Answer: B 
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Reference: https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html 

 

QUESTION 3

A company runs an application in the cloud that consists of a database and a website. Users can post data to the
website, have the data processed, and have the data sent back to them in an email. Data is stored in a MySQL
database running on an Amazon EC2 instance. The database is running in a VPC with two private subnets. The website
is running on Apache Tomcat in a single EC2 instance in a different VPC with one public subnet. There is a single VPC
peering connection between the database and website VPC. 

The website has suffered several outages during the last month due to high traffic. 

Which actions should a solutions architect take to increase the reliability of the application? (Select THREE ) 

A. Place the Tomcat server in an Auto Scaling group with multiple EC2 instances behind an Application Load Balancer. 

B. Provision an additional VPC peering connection. 

C. Migrate the MySQL database to Amazon Aurora with one Aurora Replica. 

D. Provision two NAT gateways in the database VPC. 

E. Move the Tomcat server to the database VPC. 

F. Create an additional public subnet in a different Availability Zone in the website VPC. 

Correct Answer: ACF 

 

QUESTION 4

A company is using an existing orchestration tool to manage thousands of Amazon EC2 instances. A recent penetration
test found a vulnerability in the company\\'s software stack. This vulnerability has prompted the company to perform a
full evaluation of its current production environment. The analysis determined that the following vulnerabilities exist
within the environment: 

1.

 Operating systems with outdated libraries and known vulnerabilities are being used in production. 

2.

 Relational databases hosted and managed by the company are running unsupported versions with known
vulnerabilities. 

3.

 Data stored in databases is not encrypted. 

The solutions architect intends to use AWS Contig to continuously audit and assess the compliance of the company\\'s
AWS resource configurations with the company\\'s policies and guidelines. 

What additional steps will enable the company to secure its environments and track resources while adhering to best
practices? 
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A. Use AWS Application Discovery Service to evaluate all running EC2 instances Use the AWS CLI to modify each
instance, and use EC2 user data to install the AWS Systems Manager Agent during boot. Schedule patching to run as a
Systems Manager Maintenance Windows task. Migrate all relational databases to Amazon RDS and enable AWS KMS
encryption. 

B. Create an AWS CloudFormation template for the EC2 instances. Use EC2 user data in the CloudFormation template
to install the AWS Systems Manager Agent, and enable AWS KMS encryption on all Amazon EBS volumes. Have
CloudFormation replace all running instances. Use Systems Manager Patch Manager to establish a patch baseline and
deploy a Systems Manager Maintenance Windows task to execute AWS-RunPatchBaseline using the patch baseline. 

C. Install the AWS Systems Manager Agent on all existing instances using the company\\'s current orchestration tool.
Use the Systems Manager Run Command to execute a list of commands to upgrade software on each instance using
operating system-specific tools. Enable AWS KMS encryption on all Amazon EBS volumes. 

D. Install the AWS Systems Manager Agent on all existing instances using the company\\'s current orchestration tool.
Migrate all relational databases to Amazon RDS and enable AWS KMS encryption. Use Systems Manager Patch
Manager to establish a patch baseline and deploy a Systems Manager Maintenance Windows task to execute AWS-
RunPatchBaseline using the patch baseline. 

Correct Answer: C 

 

QUESTION 5

What is the average queue length recommended by AWS to achieve a lower latency for the 200 PIOPS EBS volume? 

A. 5 

B. 1 

C. 2 

D. 4 

Correct Answer: B 

The queue length is the number of pending I/O requests for a device. The optimal average queue length will vary for
every customer workload, and this value depends on a particular application\\'s sensitivity to IOPS and latency. If the
workload is not delivering enough I/O requests to maintain the optimal average queue length, then the EBS volume
might not consistently deliver the IOPS that have been provisioned. However, if the workload maintains an average
queue length that is higher than the optimal value, then the per-request I/O latency will increase; in this case, the user
should provision more IOPS for his volume. AWS recommends that the user should target an optimal average queue
length of 1 for every 200 provisioned IOPS and tune that value based on his application requirements. 

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-workload-demand.html 
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