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QUESTION 1

A company is running an application in the AWS Cloud. The company has several third- party services that integrate
with the application through a RESTful API. The API is a serverless implementation with an Amazon API Gateway
regional API endpoint that integrates with several different AWS Lambda functions. 

The application\\'s data is nonrelational and is stored in an Amazon DynamoDB table. The application and the API are
running in the eu-west-1 Region. The company needs the API to also be available in the useast-1 Region. All data must
be available in both Regions. A solutions architect already has deployed all the Lambda functions in us-east-1 

Which additional steps should the solutions architect take to meet these requirements? (Select TWO.) 

A. Deploy a second API Gateway regional API endpoint in us-east-1. Create Lambda integration with the functions in us-
east-1. 

B. Enable DynamoDB Streams on the table in eu-west-1. Replicate all changes to a DynamoDB table in us-east-1 

C. Modify the DynamoDB table to be a global table in eu-west-1 and in us-east-1. 

D. Change the API Gateway API endpoint in eu-west-1 to an edge-optimized endpoint.Create Lambda integration with
the functions in both Regions. 

E. Create a DynamoDB read replica in us-east-1. 

Correct Answer: AC 

 

QUESTION 2

A company has an application written using an in-house software framework. The framework installation 

takes 30 minutes and is performed with a user data script. Company Developers deploy changes to the 

application frequently. The framework installation is becoming a bottleneck in this process. 

Which of the following would speed up this process? 

A. Create a pipeline to build a custom AMI with the framework installed and use this AMI as a baseline for application
deployments. 

B. Employ a user data script to install the framework but compress the installation files to make them smaller. 

C. Create a pipeline to parallelize the installation tasks and call this pipeline from a user data script. 

D. Configure an AWS OpsWorks cookbook that installs the framework instead of employing user data. Use this
cookbook as a base for all deployments. 

Correct Answer: C 

Reference: https://aws.amazon.com/codepipeline/features/?nc=snandloc=2 

 

QUESTION 3
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A company wants to provide desktop as a service (DaaS) to a number of employees using Amazon 

WorkSpaces. WorkSpaces will need to access files and services hosted on premises with authorization 

based on the company\\'s Active Directory. Network connectivity will be provided through an existing AWS 

Direct Connect connection. 

The solution has the following requirements: 

Credentials from Active Directory should be used to access on-premises files and services. 

Credentials from Active Directory should not be stored outside the company. 

End users should have single sign-on (SSO) to on-premises files and services once connected to 

WorkSpaces. 

Which strategy should the solutions architect use for end user authentication? 

A. Create an AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) directory within the
WorkSpaces VPC. Use the Active Directory Migration Tool (ADMT) with the Password Export Server to copy users from
the on-premises Active Directory to AWS Managed Microsoft AD. Set up a one-way trust allowing users from AWS
Managed Microsoft AD to access resources in the on-premises Active Directory. Use AWS Managed Microsoft AD as
the directory for WorkSpaces. 

B. Create a service account in the on-premises Active Directory with the required permissions. Create an AD Connector
in AWS Directory Service to be deployed on premises using the service account to communicate with the on-premises
Active Directory. Ensure the required TCP ports are open from the WorkSpaces VPC to the on-premises AD Connector.
Use the AD Connector as the directory for WorkSpaces. 

C. Create a service account in the on-premises Active Directory with the required permissions. Create an AD Connector
in AWS Directory Service within the WorkSpaces VPC using the service account to communicate with the on-premises
Active Directory. Use the AD Connector as the directory for WorkSpaces. 

D. Create an AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) directory in the AWS
Directory Service within the WorkSpaces VPC. Set up a one-way trust allowing users from the on-premises Active
Directory to access resources in the AWS Managed Microsoft AD. Use AWS Managed Microsoft AD as the directory for
WorkSpaces. Create an identity provider with AWS Identity and Access Management (IAM) from an on-premises ADFS
server. Allow users from this identity provider to assume a role with a policy allowing them to run WorkSpaces. 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html 

 

QUESTION 4

A scientific company needs to process text and image data from an Amazon S3 bucket. The data is collected from
several radar stations during a live, time-critical phase of a deep space mission. The radar stations upload the data to
the source S3 bucket. The data is prefixed by radar station identification number. 

The company created a destination S3 bucket in a second account. Data must be copied from the source S3 bucket to
the destination S3 bucket to meet a compliance objective. The replication occurs through the use of an S3 replication
rule to cover all objects in the source S3 bucket. 
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One specific radar station is identified as having the most accurate data. Data replication at this radar station must be
monitored for completion within 30 minutes after the radar station uploads the objects to the source S3 bucket. 

What should a solutions architect do to meet these requirements? 

A. Set up an AWS DataSync agent to replicate the prefixed data from the source S3 bucket to the destination S3
bucket. Select to use all available bandwidth on the task, and monitor the task to ensure that it is in the
TRANSFERRING status. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to trigger an alert if this
status changes. 

B. In the second account, create another S3 bucket to receive data from the radar station with the most accurate data.
Set up a new replication rule for this new S3 bucket to separate the replication from the other radar stations. Monitor the
maximum replication time to the destination. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to
trigger an alert when the time exceeds the desired threshold. 

C. Enable Amazon S3 Transfer Acceleration on the source S3 bucket, and configure the radar station with the most
accurate data to use the new endpoint. Monitor the S3 destination bucket\\'s TotalRequestLatency metric. Create an
Amazon EventBridge (Amazon CloudWatch Events) rule to trigger an alert if this status changes. 

D. Create a new S3 replication rule on the source S3 bucket that filters for the keys that use the prefix of the radar
station with the most accurate data. Enable S3 Replication Time Control (S3 RTC). Monitor the maximum replication
time to the destination. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to trigger an alert when the
time exceeds the desired threshold. 

Correct Answer: D 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-time- control.html 

 

QUESTION 5

A solutions architect is troubleshooting an application that runs on Amazon EC2 instances. The EC2 instances run in an
Auto Scaling group. The application needs to access user data in an Amazon DynamoDB table that has fixed
provisioned capacity. 

To match the increased workload, the solutions architect recently doubled the maximum size of the Auto Scaling group.
Now, when many instances launch at the same time, some application components are throttled when the components
scan the DynamoDB table. The Auto Scaling group terminates the failing instances and starts new instances until all
applications are running 

A solutions architect must implement a solution to mitigate the throttling issue in the MOST cost-effective manner 

Which solution will meet these requirements? 

A. Double the provisioned read capacity of the DynamoDB table. 

B. Duplicate the DynamoDB table. Configure the running copy of the application to select at random which table it
access. 

C. Set the DynamoDB table to on-demand mode. 

D. Add DynamoDB Accelerator (DAX) to the table. 

Correct Answer: C 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/on-demand-table-throttlingdynamodb/ 
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