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QUESTION 1

HOTSPOT 

v. 

How should you configure the Azure Table Storage service? To answer, select the appropriate options in the answer
area. NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: AllowedOrigins 

A CORS request will fail if Access-Control-Allow-Origin is missing. 

Scenario: 

The following error message displays while you are testing the website: 

Box 2: http://test-shippingapi.wideworldimporters.com 

Syntax: Access-Control-Allow-Origin: * 

Access-Control-Allow-Origin:  

Access-Control-Allow-Origin: null 

 Specifies an origin. Only a single origin can be specified. 

Box 3: AllowedOrigins 

Box 4: POST 

The only allowed methods are GET, HEAD, and POST. In this case POST is used. 

"" "allowedmethods" Failed to load no "Access-control-Origin" header is present 

References: 

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Access-Control-Allow-Origin 
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QUESTION 2

You develop an Azure web app. You monitor performance of the web app by using Application Insights. 

You need to ensure the cost for Application Insights does not exceed a preset budget. 

What should you do? 

A. Implement ingestions sampling using the Application Insights SDK. 

B. Set a daily cap for the Application Insights instance. 

C. Implement ingestion sampling using the Azure portal. 

D. Implement adaptive sampling using the Azure portal. 

E. Implement adaptive sampling using the Application Insights SDK. 

Correct Answer: E 

Sampling is an effective way to reduce charges and stay within your monthly quota. 

You can set sampling manually, either in the portal on the Usage and estimated costs page; or in the ASP.NET SDK in
the .config file; or in the Java SDK in the ApplicationInsights.xml file, to also reduce the network traffic. 

Adaptive sampling is the default for the ASP.NET SDK. Adaptive sampling automatically adjusts to the volume of
telemetry that your app sends. It operates automatically in the SDK in your web app so that telemetry traffic on the
network is 

reduced. 

Incorrect Answers: 

B: You can use the daily volume cap to limit the data collected. 

To change the daily cap, in the Configure section of your Application Insights resource, in the Usage and estimated
costs pane, select Daily Cap. 

References: 

https://docs.microsoft.com/en-us/azure/azure-monitor/app/sampling 

 

QUESTION 3

Your company is developing an Azure API hosted in Azure. 

You need to implement authentication for the Azure API to access other Azure resources. You have the following
requirements: 

1. 

All API calls must be authenticated. 
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2. 

Callers to the API must not send credentials to the API. Which authentication mechanism should you use? 

A. Basic 

B. Anonymous 

C. Managed identity 

D. Client certificate 

Correct Answer: C 

Azure Active Directory Managed Service Identity (MSI) gives your code an automatically managed identity for
authenticating to Azure services, so that you can keep credentials out of your code. 

Note: Use the authentication-managed-identity policy to authenticate with a backend service using the managed
identity. This policy essentially uses the managed identity to obtain an access token from Azure Active Directory for
accessing 

the specified resource. After successfully obtaining the token, the policy will set the value of the token in the
Authorization header using the Bearer scheme. 

Incorrect Answers: 

A: Use the authentication-basic policy to authenticate with a backend service using Basic authentication. This policy
effectively sets the HTTP Authorization header to the value corresponding to the credentials provided in the policy. 

B: Anonymous is no authentication at all. 

D: Your code needs credentials to authenticate to cloud services, but you want to limit the visibility of those credentials
as much as possible. Ideally, they never appear on a developer\\'s workstation or get checked-in to source control.
Azure Key Vault can store credentials securely so they aren\\'t in your code, but to retrieve them you need to
authenticate to Azure Key Vault. To authenticate to Key Vault, you need a credential! A classic bootstrap problem. 

Reference: https://azure.microsoft.com/en-us/blog/keep-credentials-out-of-code-introducing-azure-ad-managed-service-
identity/ 

https://docs.microsoft.com/en-us/azure/api-management/api-management-authentication-policies 

 

QUESTION 4

You are creating an app that will use CosmosDB for data storage. The app will process batches of relational data. 

You need to select an API for the app. 

Which API should you use? 

A. MongoDB API 

B. Table API 

C. SQL API 
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D. Cassandra API 

Correct Answer: C 

For relational data you will need the SQL API Incorrect Answer: 

A: The MongoDB API is not used for relational data. 

B: The Table API only supports data in the key/value format 

D: The Cassandra API only supports OLTP (Online Transactional Processing) and not batch processing. 

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/choose-api 

 

QUESTION 5

HOTSPOT 

You develop a containerized application. You plan to deploy the application to a new Azure Container instance by using
a third-party continuous integration and continuous delivery (CI/CD) utility. 

The deployment must be unattended and include all application assets. The third-party utility must only be able to push
and pull images from the registry. The authentication must be managed by Azure Active Directory (Azure AD). The
solution must use the principle of least privilege. 

You need to ensure that the third-party utility can access the registry. 

Which authentication options should you use? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Service principal 

Applications and container orchestrators can perform unattended, or "headless," authentication by using an Azure
Active Directory (Azure AD) service principal. 

Incorrect Answers: 
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1. 

Individual AD identity does not support unattended push/pull 

2. 

Repository-scoped access token is not integrated with AD identity 

3. 

Managed identity for Azure resources is used to authenticate to an Azure container registry from another Azure
resource. 

Box 2: AcrPush AcrPush provides pull/push permissions only and meets the principle of least privilege. Incorrect
Answers: 

1. 

AcrPull only allows pull permissions it does not allow push permissions. 

2. 

Owner and Contributor allow pull/push permissions but does not meet the principle of least privilege. 

Reference: https://docs.microsoft.com/en-us/azure/container-registry/container-registry-authentication?tabs=azure-cli
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles?tabs=azure-cli 
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