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QUESTION 1

DRAG DROP 

A company has an existing web application that runs on virtual machines (VMs) in Azure. 

You need to ensure that the application is protected from SQL injection attempts and uses a layer-7 load balancer. The
solution must minimize disruption to the code for the existing web application. 

What should you recommend? To answer, drag the appropriate values to the correct items. Each value may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content. NOTE:
Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Box 1: Azure Application Gateway 

Azure Application Gateway provides an application delivery controller (ADC) as a service. It offers various layer 7 load-
balancing capabilities for your applications. 

Box 2: Web Application Firwewall (WAF) 

Application Gateway web application firewall (WAF) protects web applications from common vulnerabilities and
exploits. 

This is done through rules that are defined based on the OWASP core rule sets 3.0 or 2.2.9. 

There are rules that detects SQL injection attacks. 

References: 

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq 

https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview 

 

QUESTION 2

HOTSPOT 

You plan to deploy an Azure web app named App1 that will use Azure Active Directory (Azure AD) authentication. 

App1 will be accessed from the internet by the users at your company. All the users have computers that run Windows
10 and are joined to Azure AD. 

You need to recommend a solution to ensure that the users can connect to App1 without being prompted for
authentication and can access App1 only from company-owned computers. 
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What should you recommend for each requirement? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Box 1: An Azure AD app registration 

Azure active directory (AD) provides cloud based directory and identity management services.You can use azure AD to
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manage users of your application and authenticate access to your applications using azure active directory. You
register 

your application with Azure active directory tenant. 

Box 2: A conditional access policy 

Conditional Access policies at their simplest are if-then statements, if a user wants to access a resource, then they must
complete an action. 

By using Conditional Access policies, you can apply the right access controls when needed to keep your organization
secure and stay out of your user\\'s way when not needed. 

 

QUESTION 3

HOTSPOT 

You have an Azure subscription that contains 300 Azure virtual machines that run Windows Server 2016. 

You need to centrally monitor all warning events in the System logs of the virtual machines. 

What should you include in the solutions? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows 

 

QUESTION 4

You need to recommend a solution for the App1 maintenance task. The solution must minimize costs. What should you
include in the recommendation? 

A. an Azure logic app 

B. an Azure function 

C. an Azure virtual machine 

D. an App Service WebJob 
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Correct Answer: B 

https://learn.microsoft.com/en-us/azure/azure-functions/functions-reference- powershell?tabs=portal
https://learn.microsoft.com/en-us/azure/azure-functions/functions-create-scheduled- function#create-a- timer-triggered-
function 

 

QUESTION 5

You are designing a message application that will run on an on-premises Ubuntu virtual machine. The application will
use Azure Storage queues. 

You need to recommend a processing solution for the application to interact with the storage queues. 

The solution must meet the following requirements: 

1. 

Create and delete queues daily. 

2. 

Be scheduled by using a CRON job. 

3. 

Upload messages every five minutes. 

What should developers use to interact with the queues? 

A. Azure CLI 

B. AzCopy 

C. Azure Data Factory 

D. .NET Core 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/storage/queues/storage-tutorial-queues 
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