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QUESTION 1

You have an Azure Stack Hub integrated system that is disconnected from the internet. The integrated system has an
Azure App Service resource provider. 

You generate a new certificate. 

You need to rotate the certificate of the App Service identity application to use the new certificate. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. From the administrator portal, get the value of the default provider subscription object ID. 

B. From a privileged endpoint (PEP) session, run the Export-Cercificace cmdlet. and then run the Import-Certificace
cmdlet 

C. From a privileged endpoint (PEP) session, run the New-Object cmdlet. and then run the import-PfxCertificace cmdlet 

D. From a privileged endpoint (PEP) session, run the New-Objecc cmdlet, and then run the Sec-GraphApplicacion
cmdlet 

E. From the administrator portal, get the value of the AzureStack-AppService object ID. 

Correct Answer: DE 

Your choice of either Azure AD or AD FS is determined by the mode in which you deploy Azure Stack Hub: 

When you deploy it in a connected mode, you can use either Azure AD or AD FS. When you deploy it in a disconnected
mode, without a connection to the internet, only AD FS is supported. 

E: 

Rotate certificate for AD FS identity application The identity application is created by the operator before deployment of
Azure App Service on Azure Stack Hub. If the application\\'s object ID is unknown, follow these steps to discover it: 

Go to the Azure Stack Hub administrator portal. 

Go to Subscriptions and select Default Provider Subscription. Select Access Control (IAM) and select the AzureStack-
AppService- application. 

Take a note of the Object ID, this value is the ID of the Service Principal that must be updated in AD FS. 

D: To rotate the certificate for the application in AD FS, you need to have access to the privileged endpoint (PEP). Then
you update the certificate credential using PowerShell. 

# Sign in to PowerShell interactively, using credentials that have access to the VM running the Privileged Endpoint
$Creds = Get-Credential 

# Create a new Certificate object from the identity application certificate exported as .cer file $Cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("") 

# Create a new PSSession to the PrivelegedEndpoint VM $Session = New-PSSession -ComputerName ""
-ConfigurationName PrivilegedEndpoint -Credential $Creds -SessionOption (New-PSSessionOption -Culture en-US
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-UICulture en-US) 

# Use the privileged endpoint to update the certificate thumbprint, used by the service principal associated with the App
Service identity application $SpObject = Invoke-Command -Session $Session -ScriptBlock {Set-GraphApplication
-ApplicationIdentifier "" -ClientCertificates $using:Cert} $Session | Remove-PSSession 

# Output the updated service principal details $SpObject Reference: 

https://learn.microsoft.com/en-us/azure-stack/operator/azure-stack-identity-overview 

https://learn.microsoft.com/en-us/azure-stack/operator/app-service-rotate-certificates 

 

QUESTION 2

You have an Azure Stack Hub integrated system that was recently moved to a new datacenter and powered on. 

You need to verify whether the infrastructure components are fully operational. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Run the Start-AzureStack cmdlet 

B. Run the Test-AzureStack cmdlet 

C. Connect to the privileged endpoint (PEP) 

D. Connect to the administrator portal 

E. Run the Get-AzureStackStampInformation cmdlet 

Correct Answer: ABC 

Reference: 

https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-diagnostic- test?view=azs-2008 

 

QUESTION 3

You have an Azure Stack Hub integrated system. 

The retention period for storage accounts is set to 10 days. 

In a user subscription, a user deletes a virtual machine that has four 500-GB unmanaged disks attached. 

How will the storage be reclaimed? 

A. The deleted storage can be reclaimed immediately by using the administrator portal. 

B. The deleted storage can be reclaimed immediately by using the user portal. 

C. The deleted storage can be reclaimed only after 10 days. 
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D. The deleted storage will be reclaimed automatically in 10 hours. 

Correct Answer: A 

Reference: 

https://docs.microsoft.com/en-us/azure-stack/operator/azure-stack-manage-storage- accounts?view=azs-2008 

 

QUESTION 4

DRAG DROP 

You have an Azure Stack Hub integrated system. The current VIP pool uses a subnet of 192.168.203.0/24 and has
routing configured to use BGP. 

In the administrator portal, you receive an alert that the public IP addresses are at 95 percent utilization. 

You need to add 192.168.204.0/24 to the public IP address pool. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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QUESTION 5

You have an Azure Stack Hub integrated system. 

The security department at your company wants a list of all the users who can manage the integrated system from the
privileged endpoint (PEP). 

You need to create the list. 

Solution: You connect to the administrator portal and view the users who are assigned the Owner role for the default
provider subscription. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure-stack/reference/pep-2002/get-cloudadminuserlist 
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