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QUESTION 1

DRAG DROP 

A company has an Azure virtual network (VNet). An administrator creates a subet in the VNet named
AzureSastionSubnet. The administrator deploys Azure Bastion to AzureBastionSubnet. 

The administrator creates a default network security group named nsg-Bastion. The following error message display
when the administrator attempts to assign nsg-Bastion to AzureBastionSubnet: 

Network security group nsg-Bastion does not have necessary rules for Azure Bastion Subnet AzureBastionSubnet 

You need to resolve the issues with the inbound security rules. 

Which port or set of ports should you configure? 

Select and Place: 

Correct Answer: 

 

 

QUESTION 2

HOTSPOT 

A company develops an Azure Cosmos DB solution. The solution has the following components: 
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1. 

A virtual network named VNet1 in a resource group named RG1. 

2. 

A subnet named Subnet1 in VNet1. 

3. 

A Private Link service. 

4. 

The company is unable to configure a source IP address for the Private Link service from Subnet1. 

You need to resolve the issue for Subnet1. 

How should you complete the PowerShell commands? 

Hot Area: 

Correct Answer: 

 

 

QUESTION 3
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A company manages a solution that uses Azure Functions. 

A function returns the following error: Azure Function Runtime is unreachable. 

You need to troubleshoot the issue. 

What are two possible causes of the issue? 

A. The execution quota is full. 

B. The company did not configure a timer trigger. 

C. The storage account application settings were deleted. 

D. The function key was deleted. 

E. The storage account for the function was deleted. 

Correct Answer: CE 

 

Two possible causes of the issue where a function returns the error "Azure Function Runtime is unreachable" are: C.
The storage account application settings were deleted. E. The storage account for the function was deleted. 

According to Microsoft, this issue occurs when the Functions runtime can\\'t start. The most common reason for this is
that the function app has lost access to its storage account. If that account is deleted or if the storage account
application settings were deleted, your functions won\\'t work 

https://learn.microsoft.com/en-us/azure/azure-functions/functions-recover-storage-account 

 

QUESTION 4

A company deploys an Azure Virtual Network gateway. The company connects to the gateway by using a site-to-site
VPN connection. 

The company\\'s on-premises VPN gateway is reporting an issue with the Phase 1 proposal from the Azure Virtual
Network gateway. 

You need to troubleshoot the issue by reviewing the logs. 

Which log should you analyze? 

A. P2SDiagnosticLog 

B. GatewayDiagnosticLog 

C. IKEDiagnosticLog 

D. RouteDiagnosticLog 

Correct Answer: C 

To troubleshoot an issue with the Phase 1 proposal from an Azure Virtual Network gateway when connecting to a site-to-
site VPN connection by reviewing logs, you should analyze the IKE Diagnostic log. Therefore, option C is correct. You
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should analyze the IKE Diagnostic log. 

 

QUESTION 5

A company has an Azure tenant. The company deploys an Azure firewall named FW1 to control access from an on-
premises datacenter to an Azure virtual machine named VM1. 

The company troubleshoots ICMP connectivity from the on-premises datacenter to VM1. You are unable to ping VM1
from an on-premises server. 

You need to determine if ICMP connectivity to VM1 is allow on FW1. 

What should you do? 

A. Use the ping command targeting the IP address of VM1 and review the Infrastructure rules log of FW1. 

B. Use the ping command targeting the IP address of VM1 and review the command\\'s response. 

C. Use the ping command targeting the IP address of VM1 and review the Network rules log of FW1. 

D. Use the ping command targeting the fully qualified domain name of VM1 and review the command\\'s response. 

Correct Answer: C 

According to Microsoft, the ICMP protocol is not permitted through the Azure load balancer. To test connectivity,
Microsoft recommends that you do a port ping. While Ping.exe uses ICMP, you can use other tools, such as PSPing,
Nmap, and telnet, to test connectivity to a specific TCP port1. 
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