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QUESTION 1

Due to a recent breach, the Chief Executive Officer (CEO) has requested the following activities be conducted during
incident response planning: 

Involve business owners and stakeholders Create an applicable scenario Conduct a biannual verbal review of the
incident response plan Report on the lessons learned and gaps identified 

Which of the following exercises has the CEO requested? 

A. Parallel operations 

B. Full transition 

C. Internal review 

D. Tabletop 

E. Partial simulation 

Correct Answer: C 

 

QUESTION 2

A government agency considers confidentiality to be of utmost importance and availability issues to be of least
importance. Knowing this, which of the following correctly orders various vulnerabilities in the order of MOST important
to LEAST important? 

A. Insecure direct object references, CSRF, Smurf 

B. Privilege escalation, Application DoS, Buffer overflow 

C. SQL injection, Resource exhaustion, Privilege escalation 

D. CSRF, Fault injection, Memory leaks 

Correct Answer: A 

Insecure direct object references are used to access data. CSRF attacks the functions of a web site which could access
data. A Smurf attack is used to take down a system. 

A direct object reference is likely to occur when a developer exposes a reference to an internal implementation object,
such as a file, directory, or database key without any validation mechanism which will allow attackers to manipulate
these references to access unauthorized data. 

Cross-Site Request Forgery (CSRF) is a type of attack that occurs when a malicious Web site, email, blog, instant
message, or program causes a user\\'s Web browser to perform an unwanted action on a trusted site for which the user
is currently authenticated. The impact of a successful cross-site request forgery attack is limited to the capabilities
exposed by the vulnerable application. For example, this attack could result in a transfer of funds, changing a password,
or purchasing an item in the user\\'s context. In effect, CSRF attacks are used by an attacker to make a target system
perform a function (funds Transfer, form submission etc.) via the target\\'s browser without knowledge of the target user,
at least until the unauthorized function has been committed. 
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A smurf attack is a type of network security breach in which a network connected to the Internet is swamped with replies
to ICMP echo (PING) requests. A smurf attacker sends PING requests to an Internet broadcast address. These are
special addresses that broadcast all received messages to the hosts connected to the subnet. Each broadcast address
can support up to 255 hosts, so a single PING request can be multiplied 255 times. The return address of the request
itself is spoofed to be the address of the attacker\\'s victim. All the hosts receiving the PING request reply to this
victim\\'s address instead of the real sender\\'s address. A single attacker sending hundreds or thousands of these PING
messages per second can fill the victim\\'s T-1 (or even T-3) line with ping replies, bring the entire Internet service to its
knees. 

Smurfing falls under the general category of Denial of Service attacks -- security attacks that don\\'t try to steal
information, but instead attempt to disable a computer or network. 

 

QUESTION 3

A company wants to configure its wireless network to require username and password authentication. Which of the
following should the system administrator implement? 

A. WPS 

B. PEAP 

C. TKIP 

D. PKI 

Correct Answer: B 

 

QUESTION 4

A consulting firm was hired to conduct assessment for a company. During the first stage, a penetration tester used a
tool that provided the following output: 

TCP 80 open 

TCP 443 open 

TCP 1434 filtered 

The penetration tester then used a different tool to make the following requests: 

GET / script/login.php?token=45$MHT000MND876 

GET / script/login.php?token=@#984DCSPQ%091DF 

Which of the following tools did the penetration tester use? 

A. Protocol analyzer 

B. Port scanner 

C. Fuzzer 

D. Brute forcer 
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E. Log analyzer 

F. HTTP interceptor 

Correct Answer: C 

 

QUESTION 5

A regional transportation and logistics company recently hired its first Chief Information Security Officer (CISO). The
CISO\\'s first project after onboarding involved performing a vulnerability assessment against the company\\'s public
facing network. The completed scan found a legacy collaboration platform application with a critically rated vulnerability.
While discussing this issue with the line of business, the CISO learns the vulnerable application cannot be updated
without the company incurring significant losses due to downtime or new software purchases. 

Which of the following BEST addresses these concerns? 

A. The company should plan future maintenance windows such legacy application can be updated as needed. 

B. The CISO must accept the risk of the legacy application, as the cost of replacing the application greatly exceeds the
risk to the company. 

C. The company should implement a WAF in front of the vulnerable application to filter out any traffic attempting to
exploit the vulnerability. 

D. The company should build a parallel system and perform a cutover from the old application to the new application,
with less downtime than an upgrade. 

Correct Answer: C 
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