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QUESTION 1

CCM: A hypothetical company called: `CertBus4Sure` is located in the United States and provides cloud based services
for tracking patient health. The company is compliant with HIPAA/HITECH Act among other industry standards.
CertBus4Sure decides to assess the overall security of their cloud service against the CCM toolkit so that they will be
able to present this document to potential clients. Which of the following approach would be most suitable to assess the
overall security posture of CertBus4Sure\\'s cloud service? 

A. The CCM columns are mapped to HIPAA/HITECH Act and therefore CertBus4Sure could verify the CCM controls
already covered ad a result of their compliance with HIPPA/HITECH Act. They could then assess the remaining
controls. This approach will save time. 

B. The CCM domain controls are mapped to HIPAA/HITECH Act and therefore CertBus4Sure could verify the CCM
controls already covered as a result of their compliance with HIPPA/HITECH Act. They could then assess the remaining
controls thoroughly. This approach saves time while being able to assess the company\\'s overall security posture in an
efficient manner. 

C. The CCM domains are not mapped to HIPAA/HITECH Act. Therefore CertBus4Sure should assess the security
posture of their cloud service against each and every control in the CCM. This approach will allow a thorough
assessment of the security posture. 

Correct Answer: C 

 

QUESTION 2

Dynamic Application Security Testing (DAST) might be limited or require pre-testing permission from the provider. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 3

To increase network isolation, you should use SDN capabilities for multiple networks and cloud accounts or segments. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 4

Which governance domain deals with evaluating how cloud computing affects compliance with internal security policies
and various legal requirements, such as regulatory and legislative? 

A. Legal Issues: Contracts and Electronic Discovery 
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B. Infrastructure Security 

C. Compliance and Audit Management 

D. Information Governance 

E. Governance and Enterprise Risk Management 

Correct Answer: C 

 

QUESTION 5

ENISA: An example high risk role for malicious insiders within a Cloud Provider includes 

A. Sales 

B. Marketing 

C. Legal counsel 

D. Auditors 

E. Accounting 

Correct Answer: D 
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