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QUESTION 1

Which statement best describes the options for PaaS encryption? 

A. PaaS is very diverse and may include client/application, database, and proxy encryption as well as other options. 

B. PaaS is strictly limited to client/application, database and proxy encryption. 

C. PaaS is sensitive to application updates and therefore must be constantly refreshed with relevant keys. 

D. PaaS is very diverse and would most likely include le/folder and instance-managed encryption. 

E. PaaS is limited to public networks. 

Correct Answer: A 

 

QUESTION 2

To what extent does the CSA Guidance document suffice for legal advice in setting up relationships with cloud service
providers? 

A. The CSA Guidance document provides adequate legal advice under certain circumstances. 

B. The CSA Guidance document provides an overview of selected issues and it is not a substitute for obtaining legal
advice. 

C. The CSA Guidance document provides copious amounts of relevant case law to enable legal inferences to be
developed. 

D. The CSA Guidance document does not discuss any legal issues at all. 

E. The CSA Guidance document provides sufficient guidance to substitute for legal advice. 

Correct Answer: D 

 

QUESTION 3

Select the statement below which best describes the relationship between identities and attributes 

A. Attributes belong to entities and identities belong to attributes. Each attribute can have multiple identities but only one
entity. 

B. An attribute is a unique object within a database. Each attribute it has a number of identities which help de ne its
parameters. 

C. An identity is a distinct and unique object within a particular namespace. Attributes are properties which belong to an
identity. Each identity can have multiple attributes. 

D. Attributes are made unique by their identities. 

E. Identities are the network names given to servers. Attributes are the characteristics of each server. 
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Correct Answer: D 

 

QUESTION 4

ENISA: Because it is practically impossible to process data in encrypted form, customers should have the following
expectation of cloud providers: 

A. Provider should be PCI compliant 

B. Provider should immediately notify customer whenever data is in plaintext form 

C. Provider must be highly trustworthy and have compensating controls to protect customer data when it is in plaintext
form 

D. Provider should always manage customer encryption keys with hardware security module (HSM) storage 

E. Homomorphic encryption should be implemented where necessary 

Correct Answer: D 

 

QUESTION 5

While a virtual machine is a full abstraction of an operating system, a container is a constrained place to run segregated
processes while still using the kernel and other OS capabilities. 

A. True 

B. False 

Correct Answer: A 
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