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QUESTION 1

Which facet is focused on protecting the management plane components, such as web and API servers, from attacks? 

A. Authorization and entitlements 

B. Logging and alerting 

C. Customer authentication 

D. Perimeter security 

E. External authentication 

Correct Answer: D 

 

QUESTION 2

In which deployment model do cloud customers have a reduced ability to govern operations because the cloud provider
is responsible for the management and governance of the infrastructure? 

A. Community Cloud 

B. Private Cloud 

C. Hosted Cloud 

D. Public Cloud 

E. Hybrid Cloud 

Correct Answer: D 

 

QUESTION 3

The containment phase of the incident response lifecycle requires taking systems o ine. 

A. False 

B. True 

Correct Answer: B 

 

QUESTION 4

The key concern of data location is: 

A. Assurance that all data requested by legal authorities has been retrieved 
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B. Assurance that prohibited locations cannot access the data 

C. Data is located only on redundant storage subsystems with high MTBF (mean time between failures) 

D. Data is stored only in geographic locations permitted by regulations 

E. Data should not be commingled with other customers 

Correct Answer: D 

 

QUESTION 5

Which type of application security testing involves manual activity that is not necessarily integrated into automated
testing? 

A. Code Review 

B. Static Application Security Testing (SAST) 

C. Unit Testing 

D. Functional Testing 

E. Dynamic Application Security Testing (DAST) 

Correct Answer: D 
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